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1  Project Analysis
1.1  Requirements Analysis
XXX project was created to construct a campus network that uses routers as the unified egress devices, uses S series switches at the aggregation layer, and uses S series switches and Wireless Local Area Network (WLAN) devices at the access layer. Project goals are to deploy the network management system eSight in the data center to monitor and manage resources on the entire office or production network. This network management system is required to provide topology, fault, performance, resource, security, and report management functions to achieve integrated resource management and visible performance management.
1.2  Network Construction Objectives
A large number of network devices are deployed on the live network of XXX, requiring high network Operations and Maintenance (O&M) capability. The network management system aims to centrally manage NEs, faults, performance, and resources of managed devices, effectively utilize network resources, maintain the network to ensure normal running of services, and analyze performance of various types of services.
· Monitors network faults and alarms on the entire network in a centralized manner, so that customers can obtain comprehensive information about the entire network. For example, customers can browse alarms on the entire network. As the network scale increases, intelligent alarm analysis functions are required during alarm management, such as alarm filtering, remote alarm notification, and intermittent alarm consolidation to improve the network monitoring efficiency.
· Centrally manages resources, such as network devices, cards, and ports, to reduce the workload of maintenance personnel.
· Supports centralized, comprehensive performance management. eSight can manage the availability ratio, CPU usage, and memory usage of Huawei network devices, link traffic, link availability ratio, as well as the delay, jitter, and packet loss ratio of monitored devices. eSight generates alarms according to the preset alarm thresholds.
1.3  Design Principles
Web Architecture
Using the Browser/Server (B/S) architecture, customers can access eSight from a client browser. During the system upgrade or maintenance, customers only need to update the server software. It has the following advantages:
· Distributed: Customers can perform the query and browse operations at any time, any place.
· Easy expansion: To obtain enhanced functions, customers only need to update the server software.
Visible Management
eSight displays the network topology and running status of monitored network devices, effectively reducing skill requirements for O&M personnel and improving their working efficiency.
Timeliness
eSight monitors the entire network from all perspectives, allows customers to browse network-wide alarms, and instructs maintenance personnel through the alarm sound or remote alarm notification (email or SMS message) in a timely manner, ensuring that faults can be processed in real time.
2  eSight Network Management Solution Design
2.1  Solution Overview
To ensure secure and reliable operation of the XXX network, eSight Network is recommended to implement unified management of faults, performance, configurations, service resources, and device resources on the entire network, improving the overall network availability and reducing chances of faults.
eSight Network provides a unified network-wide management solution to meet large-scale network management requirements. Customers can determine the deployment solution and networking mode based on their network scale. About XX network devices are deployed on the live network of XXX; therefore, a centralized deployment mode is recommended.
2.2  Deployment Solution
In centralized deployment mode, only one eSight Network server is required and eSight can be deployed on a Windows or Linux platform. Using the one-server, multi-client networking mode, all the processes run on the eSight Network server, which allows access and operations by multiple clients. The server and clients communicate with each other through a Local Area Network (LAN) or a Wide Area Network (WAN). This deployment mode is simple and cost-effective. The following figure shows a typical eSight Network deployment.
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2.3  (Optional) High Availability Solution
The eSight Network High Availability (HA) system supports Hot Standby (HSB) and primary/secondary switchover. The primary and secondary site servers must have the same software and hardware configurations. Veritas remote HSB technology allows for real-time data synchronization between primary and secondary sites and dynamic monitoring of eSight operating status. When a fault occurs on the hardware, operating system, key applications, or heartbeat links on the primary server, the system automatically switches to the secondary server to ensure service continuity. The following figure shows the typical eSight Network HA deployment.
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3  eSight Network Basic Functions
3.1  Topology Management
With topology management, managed NEs and their connection status are displayed in topology views. You can browse a topology view to learn about the network architecture and check the running status of devices on the entire network.
Topology View
· The topology management page offers a tree structure on the left and a topology pane on the right. Topology objects are organized hierarchically by layer.
· eSight allows you to zoom in or zoom out of a topology view. An aerial view is provided to show you the entire topology structure.
· You can view the alarm status of devices and links.
· eSight can switch between bright and dark styles to display rich media tips.
· eSight offers rich media tips and link labels to display the collected performance data, such as interface traffic.
· eSight displays the parent and child relationships between MP-Group bound links and monitors the link status.
· You can view network-wide VLAN information, allowed VLANs on both interfaces of a link, and paths in a VLAN.
Topology Operation
· In a topology view, you can zoom in or out the topology; export and print pictures; set a background picture; view the topology in full screen or screen-adaptive mode; and return to the previous page.
· Add connected physical devices in the topology, view device management information, and modify basic NE attributes, as well as repair and maintenance information, set protocol parameters, synchronize device data, move and delete nodes, and save locations.
· Perform operations via right-click menus: Right-click one or more devices and links or right-click on a blank area in the topology to display the shortcut menus.
· Provides a unified entry for topology display, allows customers to specify general settings, device labels, monitored performance data, such as interface traffic at two ends of links and bandwidth usage, customize link filtering by the link type or status, adjust the link color based on the interface bandwidth usage, and customize the link name and tips.
· Users can flexibly set the device icon size and style and customize the link thickness and style to define the device icon or link style for each specific operation and maintenance scenario.
· Users can customize topology layouts, including circular, star, symmetrical, up-and-down tree, staggering, and network layer-based deployment.
· Users can set the subnet background as the map, zoom in, zoom out, and move the map, as well as set NE locations on the map.
· eSight provides the NE mapping function to map NEs to different subnets, so users can monitor the upper-layer egress devices in the same subnet view. Mapped NEs are marked in dotted lines to be distinguished from other NEs.
· eSight provides the geo-fencing function to monitor devices based on the geographic location and allows users to set the effective time of the fences.
· eSight offers the following shortcut operations in the physical topology:
· Double-click a device icon to enter the NE management page.
Topology Editing
Topology editing is an important operation, allowing users to visually edit the system organization, description, and marks in the topology, based on the site requirements.
Users can draw boxes, circles, and ovals, enter text in the topology, save custom topologies, edit added figures and text, and cut, delete, and switch layers.
Display of Alarm Severity
The color of a node reflects the severity of the most severe alarm that the node is experiencing. Update of such colors is in real time, so you can handle emergencies promptly.
Shortcut Access to NE Management
· Connect physical devices, create subnets, and create links.
· Access the NE management page.
· Set SNMP and Telnet protocol parameters for one or more devices.
· Synchronize, refresh the status of, cut, copy, and delete one or more devices.
· Modify the basic, as well as repair and maintenance information, about devices.
· Customize device icon sizes and styles.
Browsing NE Performance Data
Users can view the CPU usage, memory usage, response time, and unreachable ping ratio of the NEs on the tips in the topology view.
Browsing Link Historical Performance
Users can view the historical performance of a link’s transmit and receive rate from the link historical performance menu in the topology view.
Browsing VLAN Information
· Users can view network-wide VLAN information in the physical topology and query data by the VLAN ID and description.
· eSight displays allowed VLANs on interfaces at both ends of a link by the link label.
· eSight can display allowed paths in a VLAN, including devices in the VLAN, links between the devices, and subnets. Blocking points on a loop for a certain VLAN are displayed based on the MSTP-based calculation result. Devices and links in a non-specified VLAN are displayed in semitransparent mode to be highlighted.
3.2  Fault Management
eSight has the following alarm management functions:
· Monitors network-wide alarms and remotely sends alarm notifications to notify maintenance engineers in a timely manner, ensuring troubleshooting efficiency.
· Provides customized functions, such as alarm filtering, alarm masking, and alarm severity redefinition, to meet requirements in various scenarios.
Basic Alarm Concepts
· Alarm Severity: There are four alarm severities: Critical, Major, Minor, and Warning. You can take different measures to process the alarms according to the severity level.
· Alarm Status: Alarm status is determined by alarm acknowledgment and clearance.
· Alarm acknowledgment: A user has tracked or handled an alarm.
· Alarm clearance: When the fault triggering an alarm is rectified, the device recovers and the alarm status changes to cleared.
· Faults and Alarms: An alarm is a message reported when a fault is detected. Only the faults that the system can detect result in alarms. Other faults do not result in alarms, but they still persist.
· Alarms and Events: An alarm is a message reported when a fault is detected by eSight. An event is anything that takes place on a managed object. When an alarm is generated, you need to troubleshoot the fault; otherwise, services may run abnormally. If an event occurs, the managed object changes but the service may not be affected.
Alarm Monitoring
· Alarm panel: The alarm panel displays the total number of current alarms of each severity on the device. It provides an overall view of system faults and can serve as the monitoring board.
· Alarm sound: Users can specify sounds for alarms of different severities. After an alarm is generated, the sound box on an eSight client plays the specified sound.
· Current Alarms: You can query all network activity alarms in the current alarm list, search for alarms by the filter criteria or keyword, and add commonly used search criteria to an alarm filtering template.
Alarm Masking
· You can set alarm masking rules to mask unimportant alarms. Alarm masking rules include the date, time, alarm source, and alarm name. While an NE is being repaired, tested, or deployed, the NE may report a large number of alarms that can be ignored.
· In this case, you need to mask these alarms so that eSight neither displays nor saves them.
· The alarm source in alarm masking rules can be any alarm source or a user-defined alarm source. You can select the device, interface, subnet, device group, or interface group as the user-defined alarm source.
Alarm Severity Redefinition
eSight allows users to redefine the severity or name of some device alarms based on their actual concerns.
Remote Alarm Notification
You can set alarm or event remote notification rules for all alarm sources, including user-defined alarm sources. You can select the device, interface, subnet, device group, or interface group as the user-defined alarm source. When an alarm or event matching the remote notification rule is generated, eSight sends the alarm or event information to the specified personnel through SMS or email. This allows the off-duty maintenance personnel to better understand the alarm and take corresponding measures in a timely manner. You can customize notification templates and notification user groups.
After a notification user group is customized, it takes effect globally, and all modules with the remote notification function can use the notification user group.
Automatic Acknowledgment Rule
With an automatic acknowledgment rule, eSight automatically acknowledges cleared alarms, simplifying user operations.
eSight can automatically acknowledge critical, major, minor, and warning alarms based on specified rules. Alarms cleared before the real-time acknowledgment rule is enabled are not affected.
Alarm Time Localization
The NE that reports an alarm and eSight may be in different time zones. For the correct alarm generation time, eSight automatically converts the alarm generation time (expressed in the NE time) into the local time.
eSight displays the local time when an alarm is generated, acknowledged, or cleared.
Alarm Correlation
Alarm correlation: On a network constructed by multiple managed objects, when a fault occurs on one object, the other objects may also report alarms; however, no fault actually occurs on those objects. The correlation analysis function can mask correlated alarms based on the relationship between alarms to display the root alarms only, facilitating fault location.
Currently, eSight uses root alarms only as the default filter condition for current alarms. With this condition, only root alarms are displayed in the current alarm list. If a root alarm has correlated alarms, expand the root alarm to view all the correlated alarms in a tree structure in the Alarm Correlator window.
3.3  Performance Management
The performance of a network may deteriorate because of internal or external factors and faults may occur. To achieve good network performance for live networks and future networks while controlling costs, network planning and monitoring are necessary. In addition, network efficiency such as throughput rate and resource usage needs to be measured. The performance management function enables you to detect the deteriorating tendency in advance and solve potential threats so that faults can be prevented.
Performance Management Process
eSight uses a Graphical User Interface (GUI) to monitor key network indicators and display statistics on the collected performance data.
eSight performance management includes an impressive array of functions, including counter template management, collection task management, historical performance data query, real-time performance data query, and performance counter collection status monitoring. The following section describes the performance management modules.
Counter Template Management
Devices of the same type have the same counter attributes, which can be specified in a counter template. The counter template can be directly loaded to quickly set collection counters for specified devices when you create a performance collection task.
eSight offers the following counter template management functions:
· Add, delete, or modify counter templates.
· Set counters in counter templates (performance data to collect).
· Specify performance counter thresholds in counter templates. If a counter has met threshold conditions several consecutive times, an alarm is generated. You can monitor the performance of specified resources through alarms.
Thresholds include the upper and lower limits for triggering and clearance. Threshold alarms are classified into upper limit alarms and lower limit alarms.
Collection Task Management
eSight allows you to manage performance data collection tasks. Collection tasks define the devices and counters to collect performance data. After the counter data about a device is collected, you can view historical performance data about the device.
eSight also offers the following performance task management functions:
· Add, delete, start, stop, and modify performance collection tasks.
· View the counter collection status.
· Change the collection interval.
· Display collected counters and allow users to determine whether to collect a counter and set the thresholds.
Performance Counter
eSight allows you to monitor the performance counter collection status by resource type and collection task. eSight provides abundant filtering conditions to allow users to filter resources and add the obtained results to the My Favorites folder.
When detecting that a KPI of an object is too high, users can click the cell of the KPI to view the historical data graphs. Historical performance data of the last day, last week, last month, and last three months is displayed on the same page. Users can analyze the information to determine whether a KPI is normal.
You can save query results as a view on the homepage, which enables you to monitor historical performance data on the homepage.
Querying Historical Performance Data
After eSight collects device performance data, you can query historical performance data by counter and resource on the eSight client, which helps you keep abreast of the performance trend and prevent fault occurrence.
You can edit historical data in curve graphs. Drag the time slide above the curve graphs to the time ranges. You can also change the page layouts to specify columns included on the page.
On the page where performance counter data is displayed, you can also view historical performance data and check statistical diagrams about historical data.
Switch between resources to select their required objects.
Querying Real-Time Performance Data
Query real-time performance data to monitor the running status of devices, which enables you to take prompt measures in response to exceptions. For example, when a threshold alarm (such as high CPU usage) is reported, you can check the real-time performance data and determine whether an exception occurred.
eSight displays real-time data in curve graphs.
· Query real-time performance data by specifying search criteria.
· Export query results as Excel files.
· Export query results as .csv files.
· View KPIs on the NE Manager to obtain real-time NE performance information.
· Add settings to the My Favorites folder to facilitate real-time monitoring during subsequent logins.
· Switch between objects.
My Favorites
You can organize and manage your relevant data through the My Favorites function. Overview data, historical performance data, and conditions for real-time performance query can be saved to the My Favorites folder.
3.4  Resource Management
eSight can manage devices by subnet. You can divide devices into different subnets based on physical locations. You can also classify devices into groups and perform batch operations on devices in a common group.
eSight also allows enterprise users to configure and query resources such as devices, frames, cards, subcards, and ports.
Adding Devices
Adding devices is the basis for resource management. You can add devices to eSight in either of the following ways:
· Automatically discovering devices
eSight supports multiple protocols for automatic discovery and discovery modes. You can configure discovery tasks and uniformly manage the tasks. Four automatic discovery modes are available.
Discovery by IP segment: eSight uses SNMP to discover devices in specified network segments and adds them. This mode is simple.
Discovery by IP segment: eSight uses SNMP or other protocols to discover devices in specified network segments and adds them. This mode is complex.
ARP-based discovery: eSight searches manageable network devices based on their ARP entries.
Route-based discovery: eSight searches manageable network devices based on the routing table.
· Manually adding a single device
Through SNMP: Enter the IP address of a device and set its SNMP parameters to add the device to eSight.
· Manually importing devices in a batch
Through SNMP: Add devices to eSight in a batch by importing a device list that contains the device IP addresses and SNMP parameters. You can add online and offline devices.
Device and Subnet Management
eSight provides the following functions to manage devices and subnets:
· Query devices or subnets.
Set the search criteria to query required devices or subnets.
· Create, modify, and delete subnets.
· Create a subnet and add devices to the subnet for management ease.
· When subnet information changes, you can modify subnet attributes.
· If eSight does not need to manage some subnets due to the network topology change, you can delete unnecessary subnets.
· View subnet information.
View the basic subnet information.
· View device information.
View the basic information and protocol information about devices.
· Adjust the subnet to which a device or a subnet belongs.
When the network topology changes, you can adjust the subnet to which a device or a subnet belongs based on the site requirements.
Group Management
· Device Group
You can use the device group-management function to classify devices to be maintained and monitored into a group based on monitoring and O&M requirements.
· Scenario 1:
eSight needs to collect CPU and memory information from routers and switches. Routers are backbone devices for which faults must be detected in a timely manner; therefore, you need to set the performance collection interval of routers to a value smaller than that of switches. To achieve this purpose, use the predefined router group and switch group to set the monitoring parameters.
· Scenario 2:
Devices in an area of a campus network are being upgraded. You can create a group by device name and add all devices in the area to a group. Devices are named according to a specified rule; for example, the device name contains the area ID. During the upgrade, eSight can shield alarms reported by devices in the area.
eSight provides predefined groups by device type, such as router and switch.
You can define device groups by device name, type, subnet, manufacturer, IP address, category, remarks, and asset owner.
After devices are added to eSight, eSight automatically classifies the devices into predefined and user-defined groups.
· Interface Group
You can use the interface group-management function to classify device interfaces to be maintained and monitored to groups based on monitoring and O&M requirements.
· Scenario 1:
A large number of device interfaces exist on a network; however, you need to monitor interfaces that affect network maintenance only. In this case, you can use the predefined linked interface group to collect traffic and performance data from linked interfaces only.
· Scenario 2:
Many users in a network area report that their network speed is slow and they frequently go offline. In this case, you can create an interface group by interface alias or description and add outbound interfaces of the area to the group. eSight monitors these interfaces and collects data for analysis.
eSight has a predefined linked interface group.
You can define interface groups by device type, device category, device group, device IP address, device alias, device name, device description, asset owner, interface rate, link availability, interface alias, interface name, interface management status, and interface IP address.
After device interfaces are synchronized to eSight, eSight classifies the interfaces to predefined and user-defined groups.
Device Resources
· View the following information about devices: name, IP address, type, software version, vendor, synchronization time, maintenance time, launch date, repair and maintenance expiration time, NE creation time, time zone, asset manager, asset number, purchase date, and remarks.
· Import and export device resources and device information and determine whether to manage NEs.
· Set SNMP, Telnet, and NetConf parameters in a batch, synchronize devices in a batch, configure time zones in a batch, and move devices to subnets in a batch.
· Configure device remarks, as well as repair and maintenance information, in a batch.
· Query device entity data.
· View devices in the topology.
Frame Resources
Query and export frame resources and modify frame remarks.
Card Resources
Query and export card resources and modify card remarks.
Subcard Resources
Query and export subcard resources and modify subcard remarks.
Port Resources
Query and export device port resources and modify port remarks.
3.5  Link Management
eSight automatically discovers links between devices, allows users to manually create link connections, and displays the links in the topology view, implementing link management. Users can monitor the link status to better understand the network topology and changes of the monitored network.
Link Discovery
Currently, eSight supports automatic link discovery based on the MAC forwarding table, interface IP address, LLDP, and CDP, and allows users to manually adjust links.
Display Rule
On the Display Rule page, you can select fields required for link name rules and tips rules. Tips are displayed for links in the topology.
Link Hidden
The Link Hidden function applies to the following scenarios: You want to hide a link in the physical topology and prevent it from being displayed during automatic and manual discovery. An incorrect link exists in the topology and needs to be hidden.
After you hide a link in the physical topology or the link management page, the link is not displayed on eSight. If you want a hidden link to be displayed, click View Hidden Link on the link management page and restore the link.
Link Deletion
The Link Deletion function deletes link data from eSight. After eSight discovers deleted links again, the links can be displayed on eSight.
Link Inspection
The Link Inspection function enables eSight to compare planned link information with actual LLDP link information to check whether the information is consistent. Once inconsistency is detected, eSight sends alarms or marks the links in the topology to inform users of the inconsistency. Users can shut down ports or turn indicators on for inconsistent links.
3.6  Smart Configuration Tool
With the smart configuration tool, you can configure services for devices in batches by template and planning table.
A template is used to configure the same services for multiple NEs in batches. A planning table is used to configure similar services for multiple NEs in batches. You can receive task execution results by email for periodic delivery tasks.
Delivering Configurations Using a Template
You can use the preconfigured template or customize a template to deliver configurations to multiple devices. The tool provides a wizard to guide you through the delivery.
Delivering Configurations Using a Template-Planning Table
To deliver configurations to Huawei devices using a template-planning table, export the table and enter service configuration parameters in the table. Then import the table to the smart configuration tool. The tool provides a wizard to guide you through the delivery.
Delivering Configurations Using a Command-Planning Table
To deliver configurations to Huawei and non-Huawei devices using a command-planning table, export the table and enter commands in the table. Then import the table to the smart configuration tool. The tool provides a wizard to guide you through the delivery.
Configuration Task
You can uniformly manage all delivery tasks on the Configuration Task page. You can view and delete tasks, and modify, enable, or disable periodic tasks. You can also view historical task delivery records and modify commands to re-deliver failed tasks.
3.7  Security Management
Security management controls the security of eSight itself. Security management includes user management, role management (authorization management; that is, rights- and domain-based management), user login management, and a series of other security policies. These functions together safeguard eSight. The security solution of eSight is further improved by log management (recording user login, operation, and system logs) and database backup.
User Management
To successfully log in to an eSight client and perform maintenance and management operations, users must obtain a correct user name and password. The user name and password are used together to uniquely define the login and operation rights of a user.
User passwords are stored in the database and encrypted using SHA256, an irreversible encryption algorithm. A newly installed eSight provides only one default user admin who has all operation and management rights. Other users are directly or indirectly created by the admin user.
User attributes include the user name, password, roles, description, and access control. Users in different roles have different operation and management rights. Access control limits the time and IP addresses available for users to log in to eSight, which ensures eSight access security.
eSight has the following user management functions:
· Creating users one by one or in batches
· Deleting users
· Querying and modifying user attributes
· Changing user passwords, including
· Resetting a password
If a user forgets the password when logging in to the eSight client, the user can contact the administrator with the security management permission to reset the password. In this way, the user can log in to the eSight client again using the new password.
· Changing the password for the current user
A logged-in user can change their own password on the eSight client. To keep user information secure, you are advised to change user passwords regularly.
· Enabling and disabling users
A user account is automatically disabled if it is unused within the period specified in the account policy. The user account can also be manually disabled if it is not needed.
A disabled user account can be enabled if needed.
Role Management (Rights- and Domain-Based Management)
Each role is a set of rights. If a user needs certain rights, the corresponding role must be granted to that user. Role management makes user rights management easier. After an eSight user is planned, a role needs to be granted so that the new user has sufficient rights to manage devices.
Roles can be created, modified, and deleted on eSight. Their attributes can be queried.
eSight provides one default role, Administrator, who has operation rights for all Managed Objects (MOs) and cannot be modified.
Role attributes include the role name, user, MO, operation, and description.
· MO: This attribute specifies the objects and range of configuration data that can be managed by a role. If role A cannot manage device C or object group D, the topology view hides device C and devices in object group D from users with role A.
An object group is a group of devices. Users can create, modify, and delete object groups on eSight.
· Operation: This attribute specifies the operations that can be performed by a role. Operation rights for a device may be assigned to different roles; therefore, different roles have different operation rights for the same device.
eSight achieves rights- and domain-based management by providing MO and operation attributes. Users in the Administrator role or with the user management rights can assign MOs and operations to other users.
· Domain-based management is the operation of assigning different MOs to different roles. This function allows engineers from different O&M departments to manage different network objects.
· Rights-based management is the operation of assigning different operation rights to different roles. Rights-based management and domain-based management together allow engineers with different duties (at different positions or from different O&M departments) to perform different operations on MOs in the same area. Users can perform operations only on the NEs for which they have rights.
Rights- and domain-based management unifies device and function management. Specifically, MOs are assigned based on devices; operation rights are assigned based on functions on devices.
User Authentication
eSight uses three modes to authenticate users: local authentication, Remote Authentication Dial In User Service (RADIUS) authentication, and Lightweight Directory Access Protocol (LDAP) authentication.
· Local authentication: User management, authentication, and security policies are all controlled by the eSight server. eSight uses this mode by default.
· RADIUS authentication: When a user logs in, eSight verifies and authenticates the login request through the RADIUS server, finds the role of the user based on the user group obtained from the RADIUS server, and authorizes the user.
· LDAP authentication: When a user logs in, eSight verifies and authenticates the login request through the LDAP server, finds the role of the user based on the user group obtained from the LDAP server, and authorizes the user. LDAP authentication is similar to RADIUS authentication except that the two modes use different authentication protocols.
Local Authentication
In the local authentication mode, user security management ensures the security of eSight on multiple levels, including the local user management, rights management, password policy, account policy, login control, and automatic client logout. Password and account policies, after being configured, take effect on all eSight users.
· Password policy
· Minimum password length (8 characters by default)
· Maximum attempts to enter the password the same as old passwords (3 attempts by default)
· Maximum number of occurrences of a character in a password (3 times by default)
· Minimum time interval between password change attempts (5 minutes by default)
· At least one special character in a password (not limited by default)
· Password validity period, including the number of days (90 days by default) within which a password is valid and the time (7 days by default) when eSight sends a warning before a password expires
· Account policy
· Minimum length of a user name (6 characters by default)
· Account invalidation: the number of days (60 days by default) within which an account is inactive
· Account locking: the maximum number of failed login attempts (5 attempts by default) within a certain period (10 minutes by default) before an account is automatically locked (for 30 minutes by default)
· Login control
Login control includes time and IP address control.
· Time control specifies the time during which users can log in. Users cannot log in to eSight beyond the specified time.
· IP address control specifies the IP addresses that eSight clients can use to log in to the eSight server. IP address control prevents those who steal user names and passwords from logging in to the eSight server, and therefore further enhances eSight security.
· Automatic client logout
To prevent other users from performing unauthorized operations, eSight allows users to set the client to be automatically logged out. If a user does not perform any operations within a specified period of time, the client is automatically logged out.
RADIUS Authentication
When RADIUS authentication is adopted, the administrator does not need to create a user account on eSight in advance. The user account for logging into eSight is an existing account that can pass the authentication of the RADIUS server.
When a user enters the user name and password, the security process of the eSight server sends the user name and password to the RADIUS server. If the user is authenticated by the RADIUS server, the security process obtains the user group of the user from the RADIUS server, finds the matched role on eSight, and authorizes the user.
LDAP Authentication
As a distributed client/server system protocol, LDAP is used in the VPN and WAN to control user access to the network and prevent unauthorized users from accessing the networks.
The LDAP authentication mode is similar to the RADIUS authentication mode, but they have different authentication protocols. The LDAP authentication mode supports the following features that are not supported by RADIUS authentication:
· Common mode (encryption-free), Secure Sockets Layer (SSL) mode, and Transport Layer Security (TLS) mode for communications between the eSight and LDAP servers
· Multiple LDAP authentication servers
Session Management
eSight has the following session management functions:
· Querying online users
Online user information can be queried, including the user name, login time, and login IP address.
· Logging out of users
A user is forced to log out when dangerous operations or invalid sessions are detected during the process of monitoring user operations or sessions.
· Switching the user login mode
· The user login mode specifies whether to allow multiple users to log in to the eSight client concurrently. The multi-user mode is used in most cases. The single-user mode is used to prevent interference from other users when a user needs to perform special operations on the eSight server.
· In single user mode, eSight allows only the current user to log in to the eSight client, and all other online users are forcibly logged out.
· After the current user exits the single user mode, other users can log in to the client again.
3.8  Log Management
Logs record important user operations. With log management, you can view and filter logs and view detailed system logs. eSight manages operation, security, and system logs. There are three log levels: warning, minor, and risk.
Security Logs
Security logs record operations on the eSight client that affect system security, such as logging in to or out of the eSight server, changing passwords, and creating users.
You can query security logs to detect security risks in a timely manner.
System Logs
System logs record key events generated during the eSight running process, such as running exceptions, network faults, and malicious attacks.
You can query system logs to analyze the eSight running status and rectify faults.
Operation Logs
Operation logs record user operations that modify eSight data, such as adding monitoring views and modifying the resource manager.
You can query operation logs to view information about user operations.
4  (Optional) eSight Network Service Details
4.1  Report Management
eSight can periodically execute report tasks to generate reports. The reports can be exported in PDF, Excel, or Word format. Users can view and edit reports. eSight integrates numerous report templates to meet common operation and maintenance requirements.
User-defined Report
eSight can analyze collected data from multiple dimensions and present the analysis results in an intuitive and easy-to-understand report. Users can flexibly drag required data to be processed.
· OLAP Report
Users can customize Online Analytical Processing (OLAP) reports by adjusting the lines and columns in a report, fields based on which data is filtered, and mode in which graphs are displayed, and setting conditional formatting. Users can also view OLAP reports and export OLAP reports in PDF, Excel, or Word format.
· Periodic Task Manager
Users can create periodic report tasks and specify the time for executing the tasks. Users can view all periodic reports and their status, and execute, edit, or delete periodic tasks for periodic reports. Users can also view historical reports of periodic tasks and their status, and download, stop, or delete periodic tasks for historical reports.
4.2  WLAN Management
The WLAN Manager offers an integrated solution that manages wired and wireless networks.
Network Resource Monitoring
The Region Object Manager provides the following information: physical resources over the entire network or in each region, resource statistics, performance statistics, user statistics, spectrum analysis, and Wireless Intrusion Detection System (WIDS).
· Physical resources
AC: AC status, name, type, IP address, AP authentication mode, forwarding type, country code, subnets, total number of APs, number of online APs, and number of online users
AP: AP status, name, alias, type, category, SN, MAC address, IP address, countermeasure, radio working mode, AC name, home region, location, WLAN location, subnets, and number of online users
User: current access users and historical access users
SSID: SSID, AC name, ESS profile name, and Fat AP name
Region: region name, total number of APs, total number of online APs, and total number of online clients
· Resource statistics
Network overview: includes online WLAN user statistics, Top N SSID user statistics, and wireless resource statistics.
· Performance statistics
Terminals associated with APs, AP physical resources, AP traffic, radio traffic, user traffic, and real-time WIDS attacks
· Current access user
Information about current access users, including the device type, role, operating system, and vendor information (eSight can display the information only after it is successfully connected to eSDK.)
· User access history
Historical data about user access
· Spectrum analysis
After the AP radio spectrum function is enabled on devices, users can view the signal interference information around APs on eSight. Users can determine the channel quality and surrounding interference sources on spectrum charts. Spectrum charts include real-time FFT, depth, channel quality, channel quality trend, and device percentage charts.
· Security
eSight monitors and recognizes unauthorized devices, clients, interference sources, and attacks based on user-defined rules, sends remote alarm notifications, and offers protection measures.
1. Supports the statistics collection, display, and countermeasure of unauthorized devices.
2. Supports the display, countermeasure, and suppression access protection of unauthorized clients.
3. Supports the statistics collection and display of unauthorized Wi-Fi interference sources.
4. Supports the statistics collection, display, and countermeasure of attacks.
5. Classifies unauthorized APs into rogue, suspected-rogue, adjacent, suspected-adjacent, and interference APs. Supported rules include adjacent or same frequency interference, signal strength, SSID (fuzzy or regular expression), number of detected APs, and attack.
· Object Manager
Uniformly displays WLAN service data and performance data by AC, AP, radio channel, and terminal on the Object Manager.
Region Monitor
Region Monitor is user-centric and integrates region-based user experience data. You can also define regions, add APs to the regions, and view AP performance in a specified region.
· Divides a region into multiple sub-regions and manage them by groups.
· Displays user experience information and key counters by region.
· Displays statistics about located terminals by region and coverage area.
· Displays key counter Portal pages by region.
· Locates faults based on key counters in each region.
· For a non-bottom-layer region, you can set a GIS map as the subnet background. In addition, you can zoom in or out of the map, move the map, and set locations on the map.
· The bottom-layer region integrates the Location Topology function in earlier versions. You can deploy APs in regions, view the hotspot coverage, and promptly detect signal coverage blind spots and conflicts. If the WLAN location license is applied and WLAN location is enabled in a region, the locations of wireless users, unauthorized devices, and non-Wi-Fi interference sources are refreshed in the topology at regular intervals.
6. Displays the hotspot location and radio signal coverage in the location topology and marks conflict regions.
7. Pre-deploys APs and displays the simulated radio coverage. After APs go online, eSight switches APs and displays the actual radio coverage.
8. Map settings: Hides and displays nodes in regions by filter criteria. The filter criteria include users, rogue APs, rogue Ad Hocs, rogue bridges, unauthorized clients, and interference sources. If AP location licenses are available and WLAN location is enabled in a region, the latest locations of unauthorized devices and interference sources are refreshed in the topology.
9. Terminal display/Hot line/Hot map switching: Click Map setting, then the Terminal Location tab, and select Show terminal. A dialog box is displayed, showing terminals to be displayed. Select required terminals and click OK. Terminal information including the latest terminal coordinates is displayed in the topology view.
Switching to hot line display: After you click Show hot line and select the date, hot lines are displayed in the topology.
Switching to the hot map: After you select Show heat map, located terminals are displayed in a heat map, showing the user density
.
10. Displays the mesh network topology of devices and basic information of mesh links in Region Monitor and monitors mesh link quality.
11. Displays the movements of end users in Region Monitor. Right-click an end user, and select a preset time period or define a time period. The historical movements of the end user within this time period are displayed in Region Monitor.
12. Displays information about Beacon devices that have been added to the bottom layer of Region Monitor. Click Beacon Device on the following page, select a Beacon device to view information about the device. The name of a Beacon device can be displayed as the MAC address or UUID of the device.
13. Bluetooth tag display/Name display: After you click Map Settings, click the Bluetooth Tag tab, and select Display, a dialog box listing available Bluetooth tags is displayed. Select the Bluetooth tags to display and click OK. The selected Bluetooth tags are displayed in the topology view, with their latest coordinates.
14. Historical tracks of Bluetooth tags: Region Monitor can play historical tracks of Bluetooth tags. Right-click a Bluetooth tag, and select a preset time period or define a time period. The historical tracks of Bluetooth tags within this time period are displayed in Region Monitor.
15. Access user filtering based on terminal location: You can select all, associated, or unassociated terminals in Region Monitor to filter access users. Click Select the display terminals to filter access users or users not accessing the Internet, based on service requirements.
Fault Diagnosis
16. WLAN user fault diagnosis: Diagnoses network quality for online users in terms of users, SSIDs, APs, and ACs. Upon detecting any exception, the system displays potential problems and gives suggestions to rectify the exception. (Note: This function applies to WLAN V2R6 and earlier versions only.)
17. With the basic fault diagnosis function, as well as Syslogs and performance data, the WLAN Manager provides diagnosis tools to help network administrators troubleshoot problems such as network access failures, frequent offline, and weak signal during WLAN O&M. (Note: This function applies to WLAN V2R6 and later versions only.)
· Viewing historical diagnosis information
eSight can store information about the diagnosis objects, time, operator, and result, allowing users to view historical diagnosis information.
· Viewing connection relationships
eSight allows users that initiate diagnosis to view the connections among diagnosis objects (including the connections between terminals and servers), as well as detailed object information.
· Viewing diagnosis result
eSight classifies diagnosis results into the following types: terminal check, air interface check, AP check, mesh check, AC check, and connectivity check. The AAA server checks eight types of information and provides fault causes and rectification suggestions. O&M personnel can rectify faults based on their own experience and the rectification suggestions.
· Viewing associated information
eSight allows users to view associated information about terminals, air interfaces, AP, ACs, DHCP, and AAA.
· AAA Test
To supplement fault diagnosis, AAA Test detects problems occurring during user authentication.
· AC Ping
To supplement fault diagnosis, AC Ping detects connectivity between an AC and a destination device (usually a server) by pinging the device from the AC.
· Trace
To supplement fault diagnosis, Trace collects and exports logs about APs and clients to help determine the fault causes.
· Log Viewer
To supplement fault diagnosis, Log Viewer collects log statistics on diagnosis objects to help analyze the stages during which faults are likely to occur and allows users to view and export log details.
18. Offers related fault alarms about communications, environments, unauthorized devices, and unauthorized Wi-Fi interference sources to help users locate and rectify faults.
19. Monitors WLAN network devices and resources to help users better understand the running status of the network and devices.
Integrated Wired and Wireless Management
After LLDP link discovery is enabled, you can view the links between wired PoE switches and wireless APs in the Region Monitor topology, enabling integrated wired and wireless management.
Report Management
eSight provides predefined reports for AP uplink interface traffic, channel usage, online radio users, online wireless users, Top N user access failures, and Top N user login counts, and provides fast reports and predefined reports for AP association statistics, AP traffic statistics, AP rate statistics, region-based user counts, and region-based average terminal dwell durations.
Energy-Saving Management
eSight allows you to customize energy-saving policies in terms of the AP, radio, and SSID. You can immediately or periodically start energy saving tasks, or disable wireless signal transmission. (Note: This function applies to WLAN devices of V2R6 and earlier versions only. For later versions than V2R6, enable energy saving in the VAP profile and configure energy saving on APs or AP group.)
4.3  SLA Management
Service Level Agreement (SLA) Manager measures and diagnoses network performance. You can create SLA tasks to periodically monitor the network delay, jitter, and packet loss ratio, and calculate the compliance of SLA services on the live network.
By default, SLA Manager offers 24 services. You can also customize services to meet your specific demands. SLA Manager provides the Dashboard to globally monitor SLA tasks and allows you to quickly learn the quality of all or specific services on the live network. On the SLA view page, you can establish a view that consists of multiple tasks, which helps you compare task data. Quick diagnosis helps quickly diagnose the links and carried services between source and destination devices, facilitating network fault location.
Dashboard
The SLA dashboard globally monitors SLA tasks and displays the recent smart policy tasks, SLA test instance counters, and minimum SLA compliance. Add tasks to and delete tasks from the dashboard and set the criteria to filter SLA tasks to be displayed on the dashboard.
SLA Service Management
With SLA service management, you can define SLA levels. This module provides 24 predefined templates for common services such as Voice over IP (VoIP), video, and data services. You can customize the compliance threshold and network quality counter threshold based on network conditions and operation and maintenance requirements.
SLA Task Management
SLA tasks periodically monitor various counters, such as the delay, jitter, and packet loss ratio on a network. You can create, delete, start, and stop SLA tasks and copy an existing task to create a task on the SLA task management page. Shortcut operation entries are available for viewing historical data, alarms, and perform the quick diagnosis operation. The SLA task execution interval can be adjusted automatically. When network quality degrades, the execution interval is shortened, so you can obtain more detailed quality degradation information.
SLA View Management
Add multiple SLA tasks to an SLA view to view the historical data of these tasks.
Quick Diagnosis
Use this function to measure the SLA service quality without creating any task.
Historical Data
Historical service quality data, such as the overall compliance and the data of a single counter, is displayed in graphs. Click an SLA task name on the SLA task page to switch to the historical data page of the task.
Historical data of multiple SLA tasks can be displayed on the same page.
Switch from historical SLA data to historical NTA data and historical QoS interface data.
SLA Reports
This module provides SLA service quality reports, SLA task counter reports, and Top N SLA compliance reports.
4.4  Network Traffic Analysis
eSight Network Traffic Analyzer (NTA) can quickly and efficiently analyze network traffic and generate traffic reports. It enables users to detect abnormal traffic in a timely manner based on the real-time application traffic distribution on the entire network and plan networks based on the long-term network traffic distribution; therefore, NTA can implement transparent network management.
Enabling NetStream on a Device
eSight delivers NetStream commands to devices through the smart configuration tool. You do not need to configure NetStream on each device, which enables quick deployment of NetStream.
Configuration Management
eSight NTA allows you to configure devices, interfaces, protocols, applications, alarms, host name resolution, DSCPs, IP groups, IP group-IP group, application groups, interface groups, and DSCP groups.
· Configuration navigation
When using eSight for the first time, follow the configuration navigation on the GUI to complete traffic monitoring settings step-by-step.
· Collector configuration
View the IP address and status of the current collector and set the Top N count for interface session collection (Top 30 by default). After the traffic forensics function is enabled, the original flow files of the collector are uploaded to the analyzer.
· Device configuration
eSight displays all devices that report traffic. You can monitor specific devices.
· Interface configuration
eSight displays the device interfaces, which send NetStream packets to the analyzer. You can set the incoming traffic rate, outgoing traffic rate, and sampling ratio on interfaces to ensure that eSight NTA can correctly collect traffic data. The sampling ratios on eSight must be the same as those on devices. Telnet login user name and password are configured for Huawei devices, and eSight can synchronize sampling ratios from device interfaces.
· AP configuration
eSight displays the list of APs that send NetStream packets to the analyzer through an AC. You can set the sampling ratio to ensure that eSight NTA can correctly collect traffic data. The sampling ratios on eSight must be the same as those on devices.
· VXLAN tunnels
eSight displays the list of VXLAN Network Identifiers (VNIs) where NetStream packets are sent to the analyzer. You can manually synchronize VNIs on devices.
· Protocol configuration
Monitor specific protocols as needed.
· Network application
eSight lists 543 frequently used network applications and classifies them into pre-defined applications and user-defined applications. You can define important applications.
· Pre-defined application: preset applications and applications identified and reported by devices
· User-defined application: a network application that is added by users and can be defined based on the protocol (UDP/TCP), port range, and IP address range
· DSCP configuration
eSight lists 64 frequently used DSCPs and allows you to rename DSCP names.
· IP group configuration
Groups IP addresses that have certain common attributes, which helps users view traffic information about IP address groups.
· IP group-IP group configuration
Define the source and destination IP groups (for example, from one department or floor to another) to view traffic information between two regions.
· Application group configuration
Classify applications into an application group, as required, to view traffic information about a specified application group, such as the email group.
· DSCP group configuration
Classify associated service types into a DSCP group to view traffic information about a specified DSCP group, such as the voice group.
· Interface group configuration
Add related interfaces to an interface group to view traffic information about a specified interface group.
· Alarm configuration
Specify the thresholds for triggering alarms for certain applications, hosts, and DSCP rates, and the conditions for clearing the alarms.
· Host name resolution configuration
Specify whether to enable DNS and NetBIOS resolution to resolve IP addresses into DNS domain names or NetBIOS host names. After DNS and NetBIOS resolution is enabled, eSight can display traffic by host name.
Traffic Dashboard
NTA provides the traffic dashboards function and displays the real-time entire-network traffic.
· The dashboard offers rankings about the interface traffic, interface utilization, device traffic, application traffic, host traffic, DSCP traffic, and session traffic.
· Customize the display format and content, as follows: links, maximize, and minimize.
Traffic Analysis
eSight NTA can analyze traffic on enterprise WAN egress links and wireless campus network from multiple dimensions.
1. Traffic analysis on enterprise WAN egress links
eSight NTA offers drill-down network traffic analysis capabilities. You can view more details about traffic step-by-step. eSight NTA can analyze detailed traffic information on egress devices, link interfaces, applications, DSCPs, hosts, sessions, interface groups, IP groups, and application groups.
Obtain traffic distribution on WAN links and view traffic information on link interfaces.
eSight can work with Huawei devices to analyze bandwidth usage of dynamic applications, such as BT, eMule, and other P2P applications.
The drilling-down function enables you to set filter criteria to view session details.
2. Traffic analysis on a wireless campus network
eSight works with Huawei WLAN devices AC6005, AC6605, or ACU2 to display the application traffic distribution on a wireless enterprise campus network. Select a region or SSID to view application traffic in the region. You can also click an AC or AP to view application traffic of an AC or AP.
3. Traffic analysis on a data center VXLAN network
eSight works with Huawei CE switches to display application traffic distribution on a data center VXLAN network. Click a VNI to view application traffic on the VNI.
Network Traffic Report
NTA provides a configuration wizard through which you can customize traffic reports. NTA can export reports and send reports to users through email.
· Supports multiple modes of displaying the traffic data: pie, table, line chart, and region chart.
· Supports multiple summary types: application, session, DSCP, host, and interface summary.
· Supports multiple filtering conditions: by source address, destination address, application, and sDSCP.
· The report system can generate instant reports and periodical reports.
· Instant report
Users need to manually run an immediate report task. Once an immediate task is executed, a report reflecting the statistics at that time is generated. After the task is performed successfully, the status is displayed on the page. The report contains detailed traffic statistics and figures.
· Periodic report
After eSight performs a task at an interval specified by the user, traffic statistics of a specified period are displayed.
· Export a single report or batch reports.
· eSight can send reports via emails.
Traffic Forensics
When detecting abnormal traffic on the network, the system allows you to obtain original traffic data, which helps you locate the network fault.
The system displays traffic forensics results by seven key fields. For example, you can check for viruses by comparing protocols, ports, and packet rates, and check whether protocol attack threats exist by TCP flags.
· Obtains original packets by time range.
· Supports diverse filter criteria: source IP address, destination IP address, source interface, destination interface, source port, destination port, protocol, application, DSCP, and TCP flag.
· Sets the storage duration for query results. The maximum value is 30 days.
· Exports all or specified query results.
Traffic Alarm
Create threshold alarms for eight traffic types, such as application, server, and session. When the traffic has reached the threshold for specified times within a specified time segment, an alarm is automatically generated. When the traffic meets alarm clearance conditions within a specified time segment, the alarm is automatically cleared. eSight can notify users of alarm generation or clearance via emails.
You can create, copy to create, delete, enable, and disable threshold alarms on the traffic threshold alarm-configuration page. Choose the objects to be monitored, and set the alarm severity, threshold, and repetition times based on the historical traffic data.
Check traffic alarms on the current alarm page and switch to the traffic analysis page to view traffic details within the time segment.
Host Name Resolution
NTA can resolve IP addresses of traffic into DNS domain names or NetBIOS host names. You can specify whether to enable DNS or NetBIOS resolution and set the update interval of DNS domain names and NetBIOS host names.
After DNS or NetBIOS resolution is enabled, eSight displays traffic by host name and IP address when host name resolution fails.
After host name resolution is configured, eSight displays traffic by host name.
4.5  IPSec VPN Management
The IPSec VPN management component enables you to monitor and diagnose IPSec VPN services, covering the service activation status and alarm status, service topology, performance, and historical tunnel information.
Overview
The IPSec VPN overview provides visibility into overall IPSec VPN services, including the number of IPSec tunnels, received and sent packet rates, traffic rates, and packet loss ratios of an IPSec tunnel or all IPSec tunnels, number of remote access users in an IPSec tunnel, and service alarm list.
Service Discovery
eSight automatically discovers IPSec VPN services of some or all devices on the Hub-Spoke and Site-to-Site networks.
Service Group Management
IPSec VPN manages services by service group and enables you to search, create, delete, move, and modify service groups. The service group list provides visibility into the networking type, service quantity, and alarm status of each service group and provides links to alarm lists.
IPSec VPN helps quickly diagnose services and modify service configurations (such as the pre-shared key) by service group.
Service List Management
Click a link in the service group list to access a service list.
On the service list, you can do the following:
· Search, create, delete, deploy, undeploy, and move services.
· Perform quick diagnosis.
· Modify service configurations.
· View global parameters.
· Monitor performance in real time.
· View tunnel information.
· View topology and alarm details by clicking topology and alarm links.
· Searching for services
IPSec VPN supports service name fuzzy match and enables you to search for services by network type, service status, alarm status, local device, remote device, local interface, or remote interface.
· Creating services
Click the Add symbol next to the hub and spoke devices to select interfaces from the displayed interface list, and click the cloud in the middle to set data flows to be protected in addition to related parameters.
· Deploying services
Before service deployment, the system checks whether the current environment meets the requirements to improve deployment efficiency.
· Undeploying services
When services deployed on a device are not required temporarily but still needed on eSight, you can perform the undeployment operation.
· Deleting services
Delete selected services from eSight. If a selected service has been deployed, undeploy the service before you perform the delete operation.
· Moving services
Move the selected services to another service group.
· Quick Diagnosis
If a fault occurs, you can diagnose services quickly to locate the fault.
· Modifying service configurations
Modify policy names, devices, data flows to be protected, and basic parameters.
· Viewing global parameters
View the global IPSec VPN parameters of devices at both tunnel ends, including the device name, type, IP address, IKE negotiation name, interval for sending keepalive packets, keepalive timeout period, and interval for updating NAT keepalive packets.
· Monitoring performance in real time
eSight monitors service performance in real time, including the number of remote access users in an IPSec tunnel and the received and sent packet rates, traffic rates, and packet loss ratios of an IPSec tunnel.
· Viewing tunnel information
If a service is not activated, its tunnel icon is unavailable. If a service is activated, you can view detailed tunnel information, including the connection ID, duration, local device, remote device, local interface, remote interface, local IP address, remote IP address, packet encapsulation mode, key negotiation type, and SA list.
· Viewing topology
In a service list, click the topology link of a service to view the IPSec VPN topology.
· Viewing alarms
If the alarm status of a service is abnormal, click the alarm link to view the alarm information about devices at both tunnel ends.
Service Topology
The service topology provides visibility into IPSec VPN services. The display of an IPSec VPN service topology supports the following scenarios:
· Hub-Spoke or Site-to-Site networking
· Interworking services
· Hot-standby and active/standby switchover
The service topology displays global device parameters and provides links to different information, such as service discovery, alarm lists, service lists, service diagnosis, real-time performance, and device management.
The service topology provides complete tooltip information. Each device node, service link, subnet, or backup link has its tooltip information, including the basic information and latest performance data.
The service topology supports device management by subnet. Subnet management includes importing physical subnets, creating, modifying, or deleting subnets, moving devices to other subnets, and adding devices to subnets.
Monitoring Alarms
The alarm status in a service or service group list shows the generation and rectification of a service fault. The service link in the topology displays the alarms of different severities in different colors. After identifying a service fault, you can access the alarm list to view detailed alarm information and locate the fault.
Monitoring Performance
The global and IPSec VPN performance monitoring functions provide visibility into traffic of network devices and services, including the packet rate, traffic rate, packet loss ratio, number of tunnels, and number of remote access users.
Quick Diagnosis
Detect faults and diagnose services quickly without creating any task.
Service diagnosis covers the interface status at both tunnel ends, whether IPSec policies are applied to an interface, integrity of IPSec policy configuration, IKE negotiation result, and IPSec negotiation result.
Diagnosis results can be exported into an Excel file.
Viewing Historical Tunnels
The historical tunnel list shows the setup and teardown of tunnels on the entire network within a time range. You can understand the tunnel setup and teardown patterns and locate service faults.
5  Solution Highlights
eSight provides fault, topology, performance, and report management functions. The solution highlights are as follows:
· Comprehensive fault monitoring
A comprehensive fault monitoring system helps customers monitor the network for faults. When a fault occurs, it provides information on possible causes and fault location to help customers quickly locate and rectify the faults.
· Provides alarms for all types of faults, including IP and service faults.
· Provides 24/7 fault monitoring, real-time notification, and remote fault notification.
· Switches between fault, topology, and device panel views quickly on the GUI.
· Categorizes and shields alarms to reduce the number of alarms displayed.
· Visible management and display of the network status
· Topology management: eSight displays layered network devices in the physical topology and IP topology. It also displays sub-topology views, network elements, links, and network element status.
· Performance management: eSight provides various performance indicators that customers can use to monitor system performance. The performance view is updated automatically. Different charts and tables display different performance indicators and historical data.
· Simple, convenient, routine O&M, effectively reducing skill requirements for O&M personnel and improving work efficiency
· Portal customization: Customers can customize homepage portals to view their relevant information.
· Device addition: SNMP devices can be added to eSight by adding device IP addresses, IP network segments, or importing a device list.
· Smart configuration tool: eSight pre-defines frequently used service configuration templates. Customers can choose a template to configure network devices in a batch. The plan sheet lists configuration differences between devices.
· Configuration file management: Configuration files for multiple devices can be backed up, compared, and restored. The backup function includes immediate backup, scheduled backup, and backup triggered by device configuration changes.
· Report management: eSight provides comprehensive predefined reports and allows customers to customize reports according to their industry characteristics and O&M requirements.









�This section was in the previous version of this document, is it required here?


Coverage area division: O&M personnel can further divide a region in the topology into multiple sub-areas to support fine-grained statistics collection, such as location-based user traffic statistics. Currently, the coverage area-division function applies to terminal location only. You can set a threshold for the maximum number of users allowed in a coverage area. When the number of users exceeds the threshold, the coverage area is marked with a specified color and an alarm is generated on eSight.
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