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1 Huawei’s understanding of XX’s Requirements

1 Huawei’s understanding of XX’s Requir
ements

Huawei is pleased to answer to XX Anti-DDoS RFP. We really appreciate the opportunities of
sharing our industry leading software & hardware technologies, professional services,
world-wide deployment experiences, and our visions & commitments with XX. Lately,
Huawei has become the industry leading telecom solution supplier. We have successful
records of large IP project delivery in 33 of TOP50 telecom operators in the world, including
tier-1 operators in Europe like Telefénica, France Telecom, Deutsch Telekom, Vodafone,
British Telecom, KPN, TeliaSonera, SFR and etc. We believe that our solution and product
portfolios, massive projects delivery experience, fast response to customers’ needs, and

healthy company finance, can uniquely position Huawei as best partner for XX.

The objective of this response document is to outline Huawei proposed solution, our
capability and commitment. We are looking forward to close relationship with XX and
working together to develop a customized solution to fulfill XX future network and business

needs.

After carefully reading XX’s requirements, Huawei understand that XX wants to ...

/[The words in blue fonts of this document should be modified based on actual projects, while

/lthe words in normal black fonts may be kept unchanged.

/IDescribe Huawei’s understanding of customer’s requirements. Summarize the key

/lrequirements. For example:

After carefully reading HGC & requirements, Huawei understand that HGC want to deploy
Anti-DDoS to protect its internal subscribers from various kind of DDoS attack. The key

requirements are summarized as following:
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2 Huawei Proposed Solution for XX

»  The solution should have 10Gbps (~18.4Mpps @68byte) capacity and be able to expanded to
40Gbps (~73.6Mpps @68byte)

»  The solution should provide notification and reporting system, be capable of notifying

customers automatically in case their traffic is under DDoS attack

»  The solution should provide high availability and prevent single point of failure to the
network service

2 Huawei Proposed Solution for XX

2.1 XX Network Topology

/[This chapter describes the customer’s network topology.

/[For example:
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2 Huawei Proposed Solution for XX
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2 Huawei Proposed Solution for XX

Based on the capacity and performance requirements in the RFP, Huawei propose Anti-DD0S8160
for XX'§ network, deploy in off-line mode: Per-packet detecting by split the traffic to detecting
system and dynamic divert the DDoS attack traffic to cleaning system for cleaning and then send

the good traffic back.

The proposed solution contains three main parts: Detecting center, Cleaning center and ATIC
(Abnormal Traffic Inspection Center) management center. The logical architecture of the three

components is shown in the following figure:

ATIC Management

Center

Device management
Service configuration

Reports

Cleaning Center

Dedicated device for cleaning

Dedicated device for analyzing abnormal traffic

abnormal traffic

The main functions of the three components are:
e  Detecting Center

The detecting device acts as a probe to analyze traffic and security threats on the live network
in a timely manner. With the refined detecting technology of Huawei, the detecting device
analyzes the volume and abruptness of TCP, UDP, HTTP, and DSN traffic, and accurately
locates attack targets based on the destination IP address. This offers evidence for future

dynamic traffic diversion in off-line mode.
e Cleaning Center

As the core of Huawei AntiDDoS, the cleaning device mitigates attack traffic on the network.
Huawei cleaning device falls into two types, AntiDD0S1000 series and AntiDD0oS8000 series.
Integrated with Huawei-proprietary traffic cleaning engine, the cleaning device uses the
layer-to-layer defense technology, mainstream defense technologies, and lots of

Huawei-patented algorithms to cope with heavy-traffic attacks and application-layer attacks.

e ATIC Management Center

Huawei Proprietary and Confidential 4
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2 Huawei Proposed Solution for XX

As a controller, the ATIC (Abnormal Traffic Inspection Center) management center integrates
device management, policy management, data analysis, and data collection. Therefore, it
delivers user-friendly GUIs and outstanding security analysis capability.

The ATIC management center consists of the ATIC collector and controller. The ATIC
collector collects and stores data. The collector analyzes and summarizes data, manages the
system in a unified manner, and displays GUlIs.

2.3 Main Proposed Products and Quantities

/[This chapter describes the Huawei proposed products and quantities, including the
[Ichassis/card/auxiliaries/software/etc. model/type and quantities.

[//For example:

Huawei Anti-DDoS detecting and cleaning device contains three models: Anti-DDoS8030,
Anti-DD0S8080 and Anti-DD0S8160. All the software and feature is the same for the three models,
the only different is the performance and expansion capability. Anti-DD8160 contains sixteen free
slots and supports maximum 1440Gbps detecting or cleaning capacity; Anti-DD8080 contains
eight free slots and supports maximum 720Gbps detecting or cleaning capacity; Anti-8030

contains three free slots and supports maximum 120Gbps detecting or cleaning capacity.

Huawei proposed Anti-DD0S8160 for XX s network:

Maximum
Devices | Chassis Detect board Clean board Total Expansion
Capacity
Detecting Q{'g('),?lD °5 | 160Ghps NA 160Gbps 1440Gbps
Cleaning | pre-o0°° | NA 80Gbps 80Gbps 1440Ghps
ATIC ATIC system *1 (ATIC management software + Hardware NA NA
server + Windows Server platform software + auxiliaries)
Note:

Attention: One SPU board(two SPC card) maximum throughput=160Gbps is the best performance under
1500bytes, for small packet and IMIX, the performance is lower.

Huawei Proprietary and Confidential 5
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3 Huawei Anti-DDoS Solution Details

1. ADS-SPC-40:

Detecting: 1500bytes=40Gbps; IMIX(1500bytes:512bytes:64bytes=7:4:1)=10Gbps; 64bytes=5Gbps;

Cleaning: 1500bytes=40Gbps; IMIX(1500bytes:512bytes:64bytes=7:4:1)=20Gbps; 64bytes=10Gbps.
2. ADS-SPC-80:

Detecting: 1500bytes=80Gbps; IMIX(1500bytes:512bytes:64bytes=7:4:1)=20Gbps; 64bytes=10Gbps;

Cleaning: 1500bytes=80Gbps; IMIX(1500bytes:512bytes:64bytes=7:4:1)=40Gbps; 64bytes=20Gbps.

3 Huawei Anti-DDoS Solution Details

3.1 Working Principle of Huawei Anti-DDoS Solution

Following figure show the working principle of Huawei Anti-DDoS solution:
/[This chapter describes the working principle of Huawei Anti-DDoS Solution

/[The detecting board and cleaning board can be deployed in separated chassis or be deployed
/Iwithin the same chassis (if the free slots are enough), the working principle is the same for
/lthese two cases. Choose one of the following two figures based on the projects. The
[[following description is the same.

Figurel: Detecting board and cleaning board are deployed in separated chassis

Internet

Customer Anti-DDoS System
Network

Delecliflink :'”—i-!_"_'_"g_‘_‘; = @ﬂ

Detecting Center

e BGP host route to divert traffic® — =
Diversion-Reinjection 6 - SV
@ Divert & Renject Tk = ii| i, == Management Center

®

Cleaning Center @ e Miifroring traffic for detection
@ e DDOS attack traffic
@ - - -~ Send attack alerts to Management Center
@ ———— Send command to clean device to divert
traffic
@ ———p Send BGP host route to divert traffic to
cleaning system
onmmendy-  DDOS attack traffic are diverted to the
“" cleaning center

v
Data Center @ Send back the good traffic after cleaning

————— => Detecting & Cleaning reports

Figure2: Detecting board and cleaning board are deployed within the same chassis
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3 Huawei Anti-DDoS Solution Details

Internet
/ \ Customer Anti-DDoS System
Network
Du!echn Log c leaning Log
@
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BGP host roule to divert trafflc ,,,,,
Management Center

Divert & Re-mject link

Diversion-Reinjection @

@® —
& —>
@----»>

@—

Anti-DDoS Detect
& Clean System

Mirroring traffic for detection

DDoS attack traffic

Send attack alerts to Management Center
Send command to clean device to divert
traffic

Send BGP host route to divert traffic to
cleaning system

1)
2)

3)
4)
5)

6)

7)

8)

wmmmmdy  DDOS attack traffic are diverted to the
Data Cent/er cleaning center

@ Send back the good traffic after cleaning

s => Detecting & Cleaning reports

Use optical splitter to split one copy of the traffic to the Detecting center for detection
DDosS attack traffic comes from internet

Detecting center detects DDoS attacks, sends DDoS attack alarms to ATIC

ATIC send traffic divert commands to Cleaning center

Cleaning center sends BGP divert route to the adjacent router, this route will divert all
traffic that are going to the victim destination (including DDoS attack traffic and normal
good traffic) to the cleaning center

All traffic that are going to the victim destination (including DDoS attack traffic and
normal good traffic) are diverted to the Cleaning center for cleaning; Cleaning center
starts clean the DDoS attack traffic

After cleaned the attack traffic, the Cleaning center sends the good legitimate traffic back
to its original destination.

Detecting and cleaning center send detect and clean log to ATIC system.

3.2 Solution Highlights

3.2.1 Fast Detection time and Application layer detection

Per-packet detection method will detect all packets of the original network traffic; it can

detect the DDoS attack in 2~3 seconds and start cleaning, while traditional flow based

detection method need several minutes. Most of the servers cannot endure minutes of DDoS

attack before crash, per-packet detection method is more suitable for this kind of scenario.

Huawei Proprietary and Confidential 7
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3 Huawei Anti-DDoS Solution Details

Per-packet detection method can detect not only large bandwidth attack traffic, but also
application layer DDoS attack which usually does not consume too much network bandwidth
while enough to make the victim servers not able to provide services . Netflow detection
method is based on network traffic samples, it is helpless during facing application layer
DDosS attack such as http, DNS, etc, while per-packet detection method can deal with it.

3.2.2 Muli-layer defense

The cleaning system uses the layer-to-layer defense mechanism using the malformed
packet check, feature-based filtering, source authentication, session analysis, behavior
analysis, intelligent rate limiting, and anti-worms/Trojan horses/zombies. The powerful

defense mechanism can tackle various DDoS attacks, safeguarding the server.

|
=
- "] 4 »

- | -

Eentaraaed Forged Application-

Session Behavior Intelligent rate
. source-based layer
packet filtering filtering icati Vet

analysis analysis limiting

3.2.3 High Availability

1. Product High Availability

Huawei Anti-DD0S8000 share the same hardware platform of Huawei NE series routers
and Huawei mature VRP software platform, they provide carrier level high availability,
the NE-X series hardware and VRP software platform have been successfully

commercial deployed at many carrier’s network worldwide for many years.

2. Solution Architecture High Availability

//IChoose one of the following two figures based on the projects. The following
description is //the same.

Figurel: Detecting board and cleaning board are deployed in separated chassis

Huawei Proprietary and Confidential 8
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3 Huawei Anti-DDoS Solution Details

Internet

Customer Anti-DDoS System
Network

©)

e

Detecting link @
BGP host route to divert traffic

Split/Mirroring

Diversion-Reinjection

Cleaning Center @ sy Mirroring traffic for detection
(2) = DDos attack traffic
@ - -~-~—4 Send attack alerts to Management Center
\ @ ——— Send command to clean device to divert
= traffic
@ ———p Send BGP host route to divert traffic to
/ cleaning system
wwmonendy-  DDOS attack traffic are diverted to the
“" cleaning center
Send back the good traffic after cleaning
~====> Detecting & Cleaning reports

Data Center

Figure2: Detecting board and cleaning board are deployed within the same chassis
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Network
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Huawei Anti-DDoS solution adopts off-line deployment mode and dynamic traffic divert
and re-injection, any part of the solution’s failure does not impact the user network’s

original service traffic.

For example, if the detecting link or device fails, the system will not detect the DDoS
traffic and will not send divert route to the adjacent router, the original traffic will not be

impacted;

If the cleaning link or device fails, although the detecting center can detect DDoS attack,
ATIC send divert commands to cleaning center, but cleaning center cannot send divert

route to the adjacent router, the original traffic will be not impacted;

If the ATIC link or device fails, although the detecting center can detect DDoS attack,
ATIC cannot send divert commands to cleaning center, the cleaning center will not send

divert route to the adjacent router, the original traffic will be not impacted.

Huawei Proprietary and Confidential 9
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3 Huawei Anti-DDoS Solution Details

If any part of the solution fails, it will send alarms to the network management system,
so the network administrator can begin to fix the problem.

3.2.4 Easy to manage

The AntiDDoS offers an intelligent traffic baseline learning system to free the
administrator from configuring the threshold. To ease management and maintenance,
Huawei proposes the easy-to-use GUIs as well as the excellent ATIC management
system, which integrates device management, policy configuration, data collection, data

analysis, alarm management, and operation support.

3.3 Management system

Huawei Anti-DDoS solution provides user friendly GUI management portal and powerful

reports.

3.3.1 Management Portal

e  Login portal

Language: English ~

Username: | |

Password:

Verify code:

e Home page

Huawei Proprietary and Confidential 10
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3 Huawei Anti-DDoS Solution Details

Home

¥ Anti-DDoS

Traffic Analysis

AnomalylAttack Analysis

DNS Analysis
HTTP Analysis

SIP Analysis

Botnets/Trojan horses/Wo

Report Customization
Comprehensive Report
Scheduled Task

Report Download

Data Overview | Traffic Comparison

1600
1400
1200
1000

pp:
@
8

Traffic Top N

Application Trafic  Protocol Traffic Distribution

~

P Exportto a POF File Exportto an EXCEL File ['=Send Email

Traffic Comparison

B Incoming Traffic

System configuration

Outgaing Traffic

Create NE ? x

Basic Information

NE name : AntiDDoS1000 = IP address : 2.210.200 =

NE Type : AntiDDoS ~

Telnet parameter

Type: Telnet ~

Username : admin = Password : -

SNMP parameter

Type : SMMPv2e ~|=

Read community : public = Write community : private =

oK Cancel

ate NE Result ? x

Discovery Result

Save NE v

Synchronize NE s

Associate collector

Create default zone  «/

Associate template

Deploy v

IP address:2.2.10.200; NE type:AntiDD0S1520

Associate collector DDoSCollector success

Create default zone success. DefauliZone2_2_10_200

Associate template success. BASIC-100M

Deploy success

Close

Policy configuration

Huawei Proprietary and Confidential
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3 Huawei Anti-DDoS Solution Details

Stepl: Auto Configure Zone

Zone List E
dpcreate @2 [@impon (9 [@ewontan  refresh: |Manual ¥ AccountName @ Search
Zone Type NE Name Service Leaning Baseline Leaming State Defense State Dwersion State  Deployment State
Defaut ANDDOSE000 Natleamed L Automatically Defended  Not dverted Deploy Succ
Default ARDDOS1000 Notleamed Not leamed Nomal - Not diveted Deploy
Page 1 of1 10 items perpage [} fems 110 2 Totat 2

Step2: Click Operation column item to see Policy

Basic Policy Filter = Defense Policy

Traffic Diversion Mode : * Automatic Manual @
Defense Mode : Automatic (@ Manual 6]
Dynamic Blacklist Mode : ®) Autormatic Close @
Cleaning Bandwidth : +| Enable Threshold (Mbit's) ;| 1000 (1-10240) @

®

Traffic Limiting for Single IP Address : Threshold (Mhbit's): | 100 (1-10240)

Step3: Click State column item (e.g. Abnormal) to see event

DefauliZone2_2_10_201's View Anomaly

Abnormal Events | Dynamic Blacklist
Abnormal Evant List

=] NE Hama | Al <l patansa stata ;| Al “| @ ssaren
1P Addrass NE Hame ANGDD.. | Anomaly Start Ti.. Attack Type Thresnola Actuat vaiue Humber of AL.. state Detanse ..
0.6 AntDDSE000 Cleaning  2013.04-0017:50:10 Other Flood Atack  1024kbps 14n6KDPS o Abnormal Automaticall

2107 AntDDESE000 Gieaning 20130400 17:58:25 Other Fload Atack  1024kbps 15aknps o Abnormal Automaticall
310,10 AMIDDoSa000 Cleaning  2013-04-09 17:52110 Omner Flood Attack  1024Kkbps 1306KDDS o Apnormsl Automaticall
210,11 ARNDDESE000 Cleaning  2013-04-08 17:54:0 Other Flood Attack  1024kbps 1306KbpE o Abnormal  Automaticall

Page 1 ot [0 | nems per page co items 1 to 4 Total: 4

Attack defense configuration example:

TCP attack defense configuration: Pagel/4

HBasicirfarmahon TP Dotensa UDF Cofoniso ICRIF Dotonice Ohar Dafensa OFE Cofeniso 3IF Datenco HTTF Deti
Biock
Trafic Limting
~ Defersa
«| TOF Asnormal Delense
Threshakd (pps): 1000 (1-1200000
«'| TOF Basic Dalanss
+ | SYH Flocd Allace Defenss
Threshok (pps 2000 (11200300
W BYM-ACH Fland shack Delansa
Threshold (pps) 1000 (1-1200000
+ | ACE Flood Alack Defenss
n Check
-
Impaor Serdce Palcy Templabe Eapor Serdce Folicy Tenplals o cancal

Page2/4
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3 Huawei Anti-DDoS Solution Details

Hasic Infermabon TCP Dofense | UDF Defense | ICMF Defonse | Orher Defense

OFIE Cofoniso SIF Dalenco HTTF Dl k

¥ ACHE Flucd Allack Defenss

SaRslnn Check

L] &
F
e <F Fragmer Allack Defen==
Threshald (pps 0 (1-6E835)
| FINFRST Flosd SHark Nefsrsa
Threshold (pps) fraeadi]
v Real Sourse IP Rale Lmilng
Sale nilng Mode | & TCP-Rata anomaly Limihng FPamianant Liming :"
TCP-FRaia Proponin Thesho w0 1-9001
=ate Limi 'j_'\'I'-C"' dippsl; 3 (-1200]
CF Connechon Flood sTack Detenss =
Impoe Sersce Foicy Templske Eapori Sendce Folicy Tenplale (=23 cance

Page3/4

asic Informahbion TCP Defonse UDF Cefienise ICHIF Codense Orher Defense

OME Cefenize | SIF Dolense  HTTP Del k

«| TGF Connechon Flood Stack Defensn
M pormartinn rahe chack by snurce 17 sodrass
Connecien Number Sheck Tor Sounce 19 Asdress
Fate Check of Los-Ratz Sonnedion
sbnommal Session Chack =

Impon Serece Polcy Template Eapert Sendce Folicy Templals Ok Cance

Page4d/4
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3 Huawei Anti-DDoS Solution Details

Conligue Sevice

Basic Infermahbion TCP Defense UDF Cefense ICMF Codense rier Defense OME Cofonse 8IF Dedense HTTF Deli k

brommial Bassien Chiad -

Add Biatc Malch Fingerpnnt fdd Oynamic Katch Fingerpoim
Maiching .. Frgerpnn.. Contend Utiset Depth Upesabon Ihreshoid Up=rabon

Impard Serdce Polcy Template Capoit Sendce Folicy Tenplale (04 Cance

3.3.2 Reports

Reports are used to analyze network traffic and attack logs and summarize system and Zone

traffic information and attack logs periodically.

The ATIC management center provides four types of analysis: traffic analysis,
abnormality/attack analysis, DNS analysis, and botnet/Trojan horse/worm analysis. This
analysis helps the administrator comprehensively learn about network data in real time. The
ATIC management center also provides system and Zone reports in diversified forms. The
reports can be generated periodically. This function is labor-saving and facilitates network

status monitoring and query.

e  General Traffic Analysis

1) Traffic comparison

Huawei Proprietary and Confidential 14
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3 Huawei Anti-DDoS Solution Details

P Exportto a PDF File BSlExportto an EXCEL File ked Exportto a CSVFile [ Send Email

Traffic Comparison

250,000

ey ]
200,000 | * I
@ 150000 |
: |
100,000 |
50,000 [
°3, 3 3, %, 3, %, %,
’JO ;‘70 "20 bﬂ E’G ;‘70 "Ea
hcS hS S A " 7 "
%, s, %, %, %, %, %,
@ % % % %
u Incoming Traffic Qutgoing Traffic [ | Attack Traffic
Traffic Comparison
Time Incoming Traffic Outgoing Traffic Attack Traffic Rebound Traffic
1 2013-04-17 00:00:00 223990 7 223983 730
2 2013-04-17 00:05:00 223034 7 223027 730

The traffic comparison report displays traffic comparisons and changes of an Anti-DDoS
device, Zone, or IP address within a period of time. If the device is an anti-DDoS
cleaning device, you can view the incoming, and outgoing traffic. If the device is an

anti-DDoS detecting device, you can view the detected traffic.

2) Traffic Top N

Zone Traffic Top N

3500
3000

2500

2 2000
=
1500
1000
500
o |
| | default_zwm sig-att zwm 1 | | test
Iv at DNS
Zone Traffic Top N
Zone Name kbit's pps
1 default_zwm 3037 3738
2 sig-att 675 831
3 zwmi 396 487
4 test 195 171

The ATIC management center collects statistics on Incoming Traffic or Attack Traffic in
the specified interval and ranks the top N traffic. From the top N statistics, you can view
the top N Zones, services, or IP addresses with the largest volumes of inbound or attack

traffic.

3) Protocol traffic distribution

Huawei Proprietary and Confidential 15
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3 Huawei Anti-DDoS Solution Details

Incoming Traffic Distribution

Outgoing Traffic Distribution

Percentage
100.0%
99.5%
0.5%
0.0%

s TCP s UDP s TCP s UDP
1P OTHER 1P OTHER
Incoming Traffic Distribution Qutgoing Traffic Distribution
Protocol Type pps Percentage Protocol Type pps
1 TOTAL 3251 100.0% 1 TOTAL 1434
2 TCP 5712 59.2% 2 TCP 1427
E upP 2538 30.8% 3 uDP 7
4 ICHP 0 0.0% 4 ICHP 0
4)  Number of new connections and concurrent connections by destination IP
address
Speed of New Connections Number of Concurrent Connections
a0
500,000
5 3
H 500,000
E | . |
sl i i E oo | L1 il i
£ w JMIB‘,I 1(?1‘4&! lﬂf S om0 l‘% i 1
° e PHRW 100000 u u 1 MLH
03 % L k2 0 + b
a,ﬁ{a a{){; a,% a,% %, n,%. abé n{).{; a{)/:; a,% a% a% a{){; o
%ﬂu "n\qr %% % - "m% D)q, "mﬂu %, ‘k% ‘i‘) - "mvb
% % 2 O % 2 % e e Ta 2%
B speed of New Connections M Number of Concurrent Con.
Time Speed of New Connections Number of Concurrent Connections
1 2013-12-06 00:00:00 121 361509
2 2013-12-06 00:05:00 222 273916
3 2013-12-06 00:10:00 181 279076
4 2013-12-06 00:15:00 66 33517

Number of TCP connections provides visibility into the number of new TCP connections

and number of concurrent TCP connections by destination IP address, and number of

new connections by source IP address with the most connections. In normal cases,

observe and record the number of new connections and that of concurrent connections of

services in the report. If the number of new connections or the number of concurrent

connections is greater than the normal value, capture packets for analyzing anomalies or

attacks.

5)

IP Location Top N

Huawei Proprietary and Confidential
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IP Location Top N

500,000 / ~—" "‘\/\/,..—'-""""""""-Ji_’"'“
China UnitedStates Oman | | CzechRepublic
UnitedKingdom Thailand Sweden RussianFederation
Germany B Netherands
IP Location Top N
Location pps Percent
1 Bl china 255060 432%
2 EE UnitedStates 241080 409%
3 EmoOman 36390 6.2%
4 b Cz6ChRepUDliC 31653 5.4%
5 G Unitedkingdom 8975 15%
& == Thailand 5359 11%
7 EXSweden 074 0.5%
8 i RussianFederation 2601 0.4%
9 ™ Germany 2430 0.4%
The IP Location Top N report provides visibility into the Top N IP locations that have the
maximum volume of incoming or attack traffic.
Anomaly Attack Analysis
1) Anomaly/Attack Details
The anomaly/attack details records basic information about all anomalies and attacks,
and you can locate anomaly or attack events.
Anomaly/attack Details
Traffic Comparison Attack Type Trend
@%]t *i;{;%"t n,ﬁu% %ﬂ% u,@n% %‘k.,@ a,@%é
B, o % Re B P %
M incoming Traffic Outgoing Traffic B Filter Attack
W Attack Traffic
AnomalylAltack Log
:::ree \SPS \DPE::%?‘S; Zone Name :Z:::: g::r'":!s: EndTime  Duration ?;3?: Anomaly Type Attack Type status N:.:T:%EE:' Details
1| 88102105 X1_01_def 2:135'2%915 22135—292—35 00:02:11 0 DNS no such name - End 0
2 88102105 X1_01_def 23133'25{;5 2211351;5 00:01:57 0 DNS no such name = End 0
3 EEWZHDQ XLS:,:“E zone_22 23133'395115 23133-29615 22&293;5 00:20:37 1 Filter Attack Filter Attack End 679
Anomaly/attack Logs Details
Huawei Proprietary and Confidential 17
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Traffic Comparison

M incoming Traffic
W Attack Traffic

Outgoing Traflic

Anomaly/Attack Log Details

Zone 1P Jonetame | SAMTMeof  StanTmeof .o
Address Anomalies Attacks
201308161 201308161 201308461
1| 881021022 | zone 22 43701 43701 5.06:38
IPage 1 of 1[40  Entries perpage/ leo

2) Anomaly/Attack top N

Duration

00:29:37

Status

End

Attack Type Trend
2
°%, %, % %, 5, %, %,
%, %, %, %, %, %, %,
T A T T
P P P % P P %
W e e a % Ve
W Fitter Attack
Source IP Number of o—
Type Address of Attack AttackValue | Threshold . PO | Attack Details
Attack Packets 2
Filter Atiack ~ 88.10.209.2 679 =] <

Zone anomaly/attack top N sorts top N Zones by number or duration of

anomalies/attacks.

Zone Anomaly/Attack Count Top N

Count

) I
o

B unknown Zene1122334 anti1
ANSA000_lixiang W shence
chenfei
Zone Anemaly/Attack Count Top N
Zone Hame Count

1 unknown Zone 1122334 kS
2 anti1 17
3 ANIS1000_lixiang 18
4 shence 13
5 chentei 1

3)

Attacks Top N logs

0000

70000

80000

50000

0000

Total Time (s)

30000

20000

10000

0

W unknown Zone 1122334

anti1
shence

Zone Anomaly/Attack Time Tep N

Zone Anomaly/Attack Time Top N

chenfei
A1S1000_lixiang

1
2
3
4
5

Zone Name Total Time
unknown Zene1122334 19H3 11018
chenfei 14H421275

anti 3H57M09S
ANS1000_lixiang 1H541388
shence 0H38M545

Attacks Top N sorts attack events by top N number of attack packets or top N duration of

attacks, and displays corresponding details.

Huawei Proprietary and Confidential
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Attaclk Packet Quantity Top N

Anomaly Start

NE IP Address ZoneName | ZonelIP Address = Attack Start Time End Time:
1 128188041 D4 4971123 22;11'?99'55 22;“{5’2‘? 22;14393?7
2| 12818.60.41 TD4 4971123 202;11'394'35 202;11'394'35 22;14294'307
3 128.18.60.41 TD4 4971123 22;1{?94'35 22;1{?94'35 201;1429427
4| 128186041 TD4 4971123 23?["?9437 2311[]?94’37 -
5 128.18.60.41 TD4 4971123 2”1111025027 2”111?0'“5'2‘7
5| 128.18.60.41 TD4 4971123 22210’25027 22110’250’27 -
7 128.18.60.35 Iia 200.6.1.100 2”2;11'250'35 2”2;11'250'35
8 128.18.5036 ait 200312 vy iviye wineea
10 128.18.60.36 gj1 200.34.11 202;11’395'55 202;11’395’55 22;11393’307
[Paget ot 1| 10 | items perpage| I
Atack Duration Top N
NE IP Address Zoneame | ZonelPAddress "o S atack startTme  EnaTime
1 128.18.60.41 o7 48.100.16.91 Zﬂ;ﬁgnﬂa 22;“{5’%’25

DNS Analysis

1)

Request Traffic Rate are enabled.

BEXCDM‘JGF‘DF File BSExportto an EXCEL File ladExportto aCSVFile [lsend

Email

Attack Duration

14:32:85 3936308008
14:31:58 3520221153
14:31:58 3423771102
00:40:05 179551167
00:39:00 12179585
00:39:00 118640474
15:30117 28420790
14:00:41 5445048
14:00:41 8442328
13:59:38 8431530

Attack Duration

15:31:22 202259

Top N Request Trend(in)

pps

Packet Quantity

Packet Quantity

Attack Type

SYN Flood

FIN/RST Flood

ACK Flood

S8YN Flood

FIN/RST Flood

ACK Flood

SIP Flood

Total Bandwidth
Overflow
Total Bandwidth
Overflow
Total Bandwidth
Overflow

End

End

End

Aftack

Attack

Aftack

Attack

End

End

End

Aftack Status

items 1te 10 Total: 10

Attack Type

FIN/RST Flood

Top N Requested Domain Names and Top N DNS Source IP Addresses by

123456789012345678901234.
123456789012345678901234...
123456789012345678901234.

u
“op N Request Trend(in)
Request Domain Name

12345678901234567890123456789012345678901234567890123456789
0123 123456789012345678901234567890123456789012345678901234
567990123
12345678901234567690123456789012345678901234567690123456789
0123.123456789012345678901234567890123456789012345678901234
567490123

1

2

2) Top N Response Trend

123456789012345678901234.

123456789012345678901234.

123456789012345678901234.

4000

4000

%,

123456789012345678901234.
123456789012345678901234.

Top N DNS Source IP Addresses by Response Traffic Rate is enabled

%

%
@,
&

123456789012345678901234.

123456789012345678901234...

kbitis

5968

5968

Attack

Attack Status

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd

19



3 Huawei Anti-DDoS Solution Details

Top N Response Trend

80 M T | "(‘m v T j\" \ \/ /
’ v‘*"f\"\’\“ \Y. \;‘\{'\‘J\‘,rf‘\.'h .\‘I‘\’J\{ﬂ \ w/\."\“ﬁf\f WA MW’ g\.""‘-\y“v’\/.\f..

pps
&
5

%, %
%, %,
'b% ’9%
u 216.239.38.10 21272234 £2.231.243.249 u 212.72.1.186
66.33.206.208 66.33.216.216 213.206.94.88 195.27.1815
[ ] 81.176.69.123 [ ] 192.35.51.30
Top N Respanse Trend
Source IP Address pps kbitis
1 2162393810 57 53
2 21272234 14 16
3 2231243249 13 14
4 212.72.1.188 13 13
5 56.33.206.208 10 40
HTTP(S) Analysis
1) Top N HTTP Request Sources by Traffic
Top N HTTP Source IP Addresses by Traffic Rate is enabled.
Top NHTTP Request Source by Incoming Traffic
160,000
w000 |y, I e ] T
120,000 \yd\'\(‘r&\f”—.ﬁwfﬁ’-‘l‘w H L ‘-"'yi \'M I".-H'M"\I "\[I\‘l“'\f‘"‘ """‘J"i \u\""mr:! IE' '."‘1 ]‘f
2 ao000
50,000
40,000
ZU.UUU1
D{% °n, °z, %, %, 5, %,
- % - % o '%_,b e o s, o 8,
“a %, %, a, %, % %,
| | 622312486 46.40.192.154 46.40.192.105 [ | 204.011
210.42.198.109 46.40.192.184 124.228.115.194 58.46.16.236
| | 46.40.192.18 [ ] 88.10.209.2
Top M HTTP Request Source by Incoming Traffic
Source IP Address pps Kbit/s
1 62.231.248.6 25759 16051
2 46.40.192.154 8081 3735
3 88.10.209.2 4970 13805
4 46.40192.105 2691 1225

2) Top N Requested URI

Top N HTTP URIs display top N URI fields in the HTTP traffic destined for the Zone.

Huawei Proprietary and Confidential
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Top N Requested URI

300
250 - . B
200
2
2
= 150
100
50
e e ety sty
0% %, 2 %, 5 2,
’feua ’@aa ’@q; 'faq; {;,q; ’@a‘; ’-aq;
s, s, S s, s s, i
o, o, ) . %
% K3 K3 % % %, S
B juploadigatephp 1 [ChafThread B ibimiscphpPshow=cchmes
/bannericremdsimain Jajaxichatibuddy_list ph IMS%S php?
L] /generate_204 L] Isearch?=580
Tep N Requested URI
URI ops
1 fupload/gate. php 273
2 I 66
3 {ChatThread a2
4 Nbimise.php?show=cchmessages 14
5 Jbannsricremds/main 14
6 fajaxichatbuddy_list php?__a=1 11
7 IMSM3SF MarketWatch/ServiceProcess aspx?0p=HD&WDC= 10

3) Top N Requested Host

Top N HTTP host fields display those in the HTTP traffic destined for the Zone.

Top N Requested Host

00
250
200
2
2
=150
100
B0 == - B e G e e P o e e i e e - - =S P S e
D aEa e S e e s B T i e e ]
°% % 2 2 =, ) s
7, %2, 2, %, %, 7, %,
% 3 2 %2 2 . %2
% % N S e, ) %
%, 2, 2, o %, 2
% % % % &3 0 %
W elitdinfo www facebook.com www.google-analytics.com M www.google.com
www.s-aman.net wwi.msm.gav.om profile.akfbedn.net site5.way2sms.com
M googleads.g.doubleclick... B sphotos.akfocdn.net

Top N Requested Host
Host
elit2.info
www.facebook.com
www.google-analytics.com
wivw.gecgle.com
WaW.5-0man.net

WWW TSI gov.om

profile.ak fbedn.net

Managing Scheduled Task

pps

273

Kbitls
2082

1177

A scheduled task is the task that generates reports periodically within the specified life

cycle. It helps the user query synthesis reports and sends the reports to the specified

email box periodically.

Huawei Proprietary and Confidential
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Create Task

Basic Information

Name :

Plan :

Run Time : *
Life Cycle :
Report Format :

Description :

System Report Zone Report

|| |*

Daily ~] =

3 |~|Hour 0 [~ |Minute

2013-11-18 00:00:00 |[3| *To| 2013-11-18 23:59:59 |[4| *

* | PDF HTML EXCEL

Meaning of Parameters:

Parameter

Name

Plan

Run Time

Life Cycle

Report Format

Description

Description

Identifies the name of a task
for easy search.

Indicates the execution period
of the task.

Indicates the execution time of
the task.

Indicates the validity period of
a task. The task becomes
invalid when it expires.

Indicates the format for
exporting the report. Multiple
formats are available.

Indicates the description of a
task.

OK Cancel

Setting

It cannot contain any spaces or
characters such as "™, "[", "\", """, "<",
nStongt ot ™ and "%". The value
contains a maximum of 32 characters
and cannot start with null.

For example, if you set the life cycle
from 2010-12-8 00:00:00 to 2011-12-8
23:59:59, and the Plan time for the task
to 00:00 on the 8th day of each month,
the system generates reports 00:00 on
the 8th day of each month from
2010-12-8 00:00:00 to 2011-12-8
23:59:59.

You need to select at least one format.

Its length cannot exceed 255 characters.

Notes: For more details of Anti-DDoS configuration and reports, please refer to

Anti-DDoS product documents.

Huawei Proprietary and Confidential
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Anti-DDoS Products Introduction

4.1 Anti-DDoS8000 Series
4.1.1 Anti-DDoS8000 Hardware

This chapter will introduce Anti-DD0oS8XXX (e.g. 8160/8080/8030) product hardware and
main specifications:

/IPlease choose Anti-DD0S8160/8080/8030 based on the project.
/IAnti-DD0S8160

e Front View

e Rear View

Huawei Proprietary and Confidential 23
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_1. Air 2. Board cage 3. ESD jack 4. Cabling 5. Rack-mounting
intake vent trough ear
9 PEM 10. AC power
6. Handle 7. Fan module 8. PFU X management
module .
interface
12. PGND
11.CMU terminal (M6)

e  Slots layout on the AntiDD0S8160

Huawei Proprietary and Confidential 24
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1] 2|38 4[5]6]7
LiL|L LiL|L|L
P|P|P PIP|P|P
ululuMMiylululu
Pl PR )
s|s|s|Y|Y|s|s|s|s
PIP|P PlP|P|P
ujuju ujujuju
SFU
SFU
SFU
SFU
ninjnfnfnininin|n
d|d|d|d|d|d|d|d|d
S|s|s|s|s|s|s|s|8
IR AR
ninfnininin{n|n|n
d|d|d|d|d|d|d|d|d
AT
8| 9[10[11|12(13|14]15| 16
Slot | Quantity Slot Width Description
1t0 16 16 | 41 mm (1.6 Indicates the slots for LPUs and
inches) SPUs. The LPUs and SPUs can
be inserted at the same time.
Select the LPUs and SPUs as
required, but at least one LPU
and one SPU are required.
17to 241 mm (1.6 Indicates the slots dedicated for
18 inches) MPUs. The slots can house two
MPUs to form 1:1 backup.
19to 4141 mm (1.6 Indicates the slots for SFUs. The
22 inches) slots can house four SFUs to
form 3+1 backup for load

Anti-DD0S8160 system technical specification

Item

Description

System specifications

Processing unit of the

Main frequency: 1.5 GHz

MPU

BootROM capacity of 8 MB
the MPU

SDRAM capacity of the | 4 GB

MPU

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd

25



4 Anti-DDoS Products Introduction

Item Description
NVRAM capacity of the | 4 MB

MPU

Flash capacity of the 32 MB

MPU

CF card 2x2GB

Number of slots | MPU

2 (slots 17 and 18)

SFU

4 (slots 19 to 22)

LPU/
SPU

16 (slots 1 and 16)

Dimensions and weight

Dimensions (Width? x
Depth x Height?)

442 mm x 650 mm x 1420 mm (32 U). The depth
is 770 mm covering the dust filter and cable rack.

Installation position

NG8E cabinet or a standard 19-inch cabinet

Weight Empt
y
chassi
S

94.4 kg

Full
config
uratio
n
(maxi
mal)

233.9 kg

Power specifications

Power supply DC

8 hot-swappable PEM modules

mode

AC 8 PEM modules+2 external AC power chassises
Rated input DC -48 'V
voltage

AC 175V AC to 264 VV AC; 50/60 Hz

Maximum input | DC

-72V1t0-38V

voltage range

AC 90 V AC to 264 VV AC; 50/60 Hz

Typical power DC 7387 W

(six LPUF-240s

and nine SPUs | AC 7858 W

are configured.)

Maximum DC 8930 W

Power ((six

LPUF-240s and | AC 9500 W

nine SPUs are
configured.)

Huawei Proprietary and Confidential
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Item

Description

Heat dissipation

Fan module

4 hot-swappable fan modules, each of which has
one fan

Air flow

Upper and lower air channels: draw air from the
front and discharge air from the back.

Middle air channels: draw air from the left side
and discharge air from the upper and lower back.

Air filter

3 air filters in the air intake vents of air channels

Environment specifications

System
reliability

MTB
F

(year)

25

MTT
R
(hour)

0.5

Ambient
temperature®

Long-
termd

0Ct045<

Short-
term

-5C1t050C

Rema
rks

Limit of the temperature change rate: 30 <C/hour

Storage temperature

-40Cto70C

Ambient Long- | 5% RH to 85% RH, no coagulation

relative term

humidity -
Short- | 5% RH to 95% RH, no coagulation
term

Storage relative hu

midity

0% RH to 95% RH

Long-term altitude

Lower than 3000 m

Storage altitude

Lower than 5000 m

NOTE

a. The width does not include the width of the mounting ear attached.

b. The heightis 1 U (1 U = 1.75 inches, or about 44.45 mm), which is a height unit
defined in International Electrotechnical Commission (IEC) 60297 standards.

c. The measurement point of the temperature and humidity is 1.5 m over the floor and 0.4
m in front of the cabinet without the front and the back doors.

d . Short-term operation means that the continuous operation time does not exceed 96
hours and the accumulated operation time per year does not exceed 15 days. Otherwise, it

is called long-term operation.

Huawei Proprietary and Confidential
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//Anti-DD0S8080

Front View

Rear View

1. Air intake vent | 2. Rack-mounting ear | 3. Board cage 4. ESD jack
5. Cabling trough | 6. Handle 7. Fan 8. PFU

9. PGND 10. AC power 11. PEM -

terminal (M6) management interface | module

Issue 01 (2013-9-30)
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e  Slots layout on the AntiDD0S8080

-
%]
L
.
h
o
-
-]

LiLfL|L LiL|L|L
PIP|IP|P PIP|P|P
ululu|u|s|s|s|u|u|u|u
U RIFIR|E (1|1
S|S§|S|S|UJUjU|S|S|5|5
PIP|P|P PIP|P|P
ujuluju ulufuju

—
L]
w
-9
L2
o
=
@

Slot Slot Quan | Slot Width Remarks

Name Number | tity

LPU/SP | 1to8 8 41 mm (1.6 These slots are used to

U inches) hold LPUs and SPUs.

SRU 9to 10 2 36 mm (1.4 These slots hold
inches) SRUAs in 1:1 backup

mode.

SFU 11 1 36 mm (1.4 The slot is used to hold

inches) an SFU.

e  Anti-DD0S8080 system technical specification

Item Description

System specifications

Processing unit of the SRU | Main frequency: 1.5 GHz

BootROM capacity of the 8 MB
SRU

SDRAM capacity of the 4GB
SRU

NVRAM capacity of the 4 MB
SRU

Flash capacity of the SRU 32 MB

CF card 2x2GB
Number of SRU 2 (slots 9 and 10)
slots

SFU 1 (slot 11)

LPU/SPU 8 (slots 1 and 8)

Issue 01 (2013-9-30) Huawei Proprietary and Confidential 29
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Item

Description

Dimensions and weight

Dimensions (Width? x
Depth x Height?)

442 mm x 650 mm x 620 mm (14 U).
The depth is 770 mm covering the dust
filter and cable rack.

Installation position

NG68E cabinet or a standard 19-inch
cabinet

Weight

Empty 43.2 kg
chassis

Full 112.9 kg
configuratio

n (maximal)

Power specifications

Power DC 4 hot-swappable PEM modules
supply mode
AC 4 PEM modules+1 external AC power
chassis
Rated input | DC -48 'V
voltage
AC 175V AC to 264 VV AC; 50/60 Hz
Maximum DC -72Vt0-38V
:,rlﬁ:gge AC 90 V AC to 264 V AC; 50/60 Hz
range
Typical DC 4025 W
power
(Three AC 4282 W
LPUF-240s
and five
SPUs are
configured.)
Maximum DC 4823 W
Power
(Three AC 5132 W
LPUF-240s
and five
SPUs are
configured.)

Heat dissipation

Fan module

2 hot-swappable fan modules, each
having one fan

Air flow

Front-to-back airflow

Issue 01 (2013-9-30)
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Air filter

1 air filter in the air intake vent of the
air channel

Environment specifications

System MTBF 25
reliability (year)
MTTR 0.5
(hour)
Ambient Long-term? | 0T to 45<C
temperature®
Short-term -5Ct050C
Remarks Limit of the temperature change rate:

30<C/hour

Storage temperature

-40Cto70C

Ambient
relative
humidity

Long-term

5% RH to 85% RH, no coagulation

Short-term

5% RH to 95% RH, no coagulation

Storage relative humidity

0% RH to 95% RH

Long-term altitude

Lower than 3000 m

Storage altitude

Lower than 5000 m

NOTE

a. The width does not include the width of the mounting ear attached.

b. The height is 1 U (1 U = 1.75 inches, or about 44.45 mm), which is a height
unit defined in International Electrotechnical Commission (IEC) 60297

standards.

c. The measurement point of the temperature and humidity is 1.5 m over the
floor and 0.4 m in front of the cabinet without the front and the back doors.

d . Short-term operation means that the continuous operation time does not
exceed 96 hours and the accumulated operation time per year does not exceed 15
days. Otherwise, it is called long-term operation.

Issue 01 (2013-9-30)
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//Anti-DD0S8030

e  Components of the Anti-DD0S8030 DC chassis

(M6)

1. Rack-mounting ear | 2. ESD jack 3. LPU/SPU cage | 4. MPU cage

5. Cabling rack 6. Airintake | 7. Fan 8. PEM module
vent

9. PGND terminal 10. Air filter | 11. Handle -

e  Components of the Anti-DD0S8030 AC chassis

Issue 01 (2013-9-30)
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9
1. Rack-mounting 2. Power switchand | 3. AC power | 4. ESD jack
ear power socket module
5. LPU cage 6. MPU cage 7. Cabling 8. Air intake
rack vent
9. Fan 10. PGND terminal 11. Air filter | 12. Handle
(M6)

e  Slots layout on the Anti-DD0S8030

I MPU I MPU .

LPU/SPU 3
LPU/SPU 2
LPU/SPU 1a

Board distribution in the board cage of the Anti-DD0oS8030

Slot Slot Quant | Slot Remarks
Name Number | ity Width
LPU/SPU | 1to3 3 41 mm These slots are used
(1.6 to hold SPUs or
Issue 01 (2013-9-30) Huawei Proprietary and Confidential 33
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Slot Slot Quant
Name Number | ity

Slot Remarks
Width

inches) LPUs.

MPU 4t05 2

41 mm These slots hold
(1.6 MPUs that work in
inches) 1:1 backup mode.

Anti-DD0S8030 system technical specification

Item

Description

System specifications

Processing unit of the MPU

Main frequency: 1 GHz

BootROM capacity of the MPU 1 MB

SDRAM capacity of the MPU 2GB

NVRAM capacity of the MPU 512 MB

Flash capacity of the MPU 32 MB

CF card 1x2GB
Number of slots | MPU 2 (slots 4 and 5)

SFU

LPU/SPU

3 (slots 1, 2, and 3)

Dimensions and weight

Dimensions (Width? x Depth x
Height)

DC chassis: 442 mm X 650 mm
X 175 mm (4 U)

AC chassis: 442 mm x 650 mm
x 220 mm (5 U)

The depth is 750 mm covering
the dust filter and cable rack.

Installation position

NG68E cabinet or a standard
19-inch cabinet

Weight Empty chassis

DC chassis: 15kg
AC chassis: 25kg

Full
configuration
(maximal)

DC chassis: 30.7 kg
AC chassis: 40.7 kg

Power specifications

Power supply DC

Double hot-swappable power

Issue 01 (2013-9-30)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd

34



Mobistar Belgium
Technical Proposal

4 Anti-DDoS Products Introduction

Item Description
mode modules
AC Double hot-swappable power
modules
Rated input DC -48 'V
voltage
AC 175V AC to 264 V AC; 50/60

Hz

Maximum input | DC

-712V1t0-38V

voltage range

AC 90 V AC to 264 V AC; 50/60
Hz
Typical power DC 1066 W
(One LPUF-120
and two SPUs AC 1185 W
are configured.)
Maximum DC 1272 W
Power (One
LPUF-120and | AC 1414 W
two SPUs are

configured.)

Heat dissipation

Fan module 1 hot-swappable fan module
that has two fans

Air flow Left-to-back airflow

Air filter 1 air filter in the air intake vent

of the air channel

Environment specifications

System MTBF (year) 25
reliability
MTTR (hour) 0.5
Ambient Long-term¢ 0T t045<T
temperature®
Short-term -5Ct050<T
Remarks Limit of the temperature

change rate: 30 <C/hour

Storage temperature

-40C1to 70T

5% RH to 85% RH, no
coagulation

Ambient Long-term
relative
humidity

Short-term

5% RH to 95% RH, no
coagulation

Storage relative humidity

0% RH to 95% RH
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Item Description
Long-term altitude Lower than 3000 m
Storage altitude Lower than 5000 m
NOTE

a. The width does not include the width of the mounting ear attached.

b. The height is 1 U (1 U = 1.75 inches, or about 44.45 mm), which is a height
unit defined in International Electrotechnical Commission (IEC) 60297
standards.

¢. The measurement point of the temperature and humidity is 1.5 m over the
floor and 0.4 m in front of the cabinet without the front and the back doors.

d . Short-term operation means that the continuous operation time does not
exceed 96 hours and the accumulated operation time per year does not exceed
15 days. Otherwise, it is called long-term operation.
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4.1.2 Anti-DDo0S8000 Software

® | ogical Software Architecture

The Anti-DD0S8000 adopts the flexible and sophisticated versatile routing platform (VRP).
Based on the component technology, the VRP supports the distributed architecture and

improves security features and reliability.

Figure 1 shows the logical diagram of the software architecture.

Figure 1 Diagram of the logical software architecture

MPU 1: 1 backup

Routing protocol
Configuration
management
NMS

Packet forwarding
Layer2 protocol
processing
Link status
monitoring
Statistics

QoS

ARP table
maintenance
MAC table
maintenance

Patch management
Forwarding table
synchronization
Syslog

" Switch network

N+1 backup

® Data Forwarding Process

System status
monitoring

HA status monitoring
Others

FW-SPU

Packet resolution
Session table
maintenance
Security policy
IPv#/IPvE

NAT

VPN

IPS-SPU

Following figure shows the flowchart of Anti-DD0S8000 forwarding data process:

Figure 1 Flowchart of forwarding data
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® Anti-DDoS Detect and Clean Specification
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tof URL

TOPN
URI

TOPN
HOST

HTTP

HTTPS

SSL
Renegotia

ting rate

DNS

UDP
DNS

query

DNS
Nxdomai

n

DNS
domain

attacked

UDP
DNS

reply

TOPN

domain

TOPN

Source IP

SIP

SIP

TOPN

Source IP

TOPN

Caller

TOPN

Callee

4.2 ATIC System

4.2.1 ATIC System Architecture

ATIC (Abnormal Traffic Inspection Center) is Huawei self-developed Anti-DDoS system
management software, it is installed on standard Windows Servers.

e  ATIC System Network Architecture
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ATIC System

Management traffic
——— Detect or Clean reports
traffic

Administrator

== ISIE e == J50E |

Anti- Anti- Anti- Anti- Anti- Anti-
DDoS8000 DDoS8000 DDoS8000 DDoS8000 DDoS8000 DDoS8000
Detect_1  Clean_1 Detect 2  Clean_2 Detect N  Clean_N

1. One ATIC system can manage up to 50 Anti-DDoS detect/clean devices
2. Administrator can configure Anti-DDoS detect/clean device via ATIC web Ul

3. ATIC receive attack alert logs from detect device, and automatically send divert
command to clean device

4. When the attack ends, ATIC automatically send command to clean device to remove the
divert command

5. ATIC receive clean logs from clean device and make reports

e  ATIC System Architecture

ATIC (Abnormal Traffic Inspection Center) is Huawei self-developed Anti-DDoS system
management software, it is installed on standard Windows Servers.
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—

= Administrator

e@
~

('3 ATIC software ATIC System

:—

ATIC Server ATIC Collector

N

{ 2 : Software Platform

”~ .
L’ Windows Server2008

Q7

4.2.2 ATIC System Hardware Requirements

. For example, Huawei
CPU: Xeon quad-core RH2288 series server

RecommendedE5506 2.13 GHz or higher,

Configuration Mem°’.y3 o GB m
Hard disk: 2 x 300 GB

RAID1

CPU: dual-core X86
Minimum processor Depends on the customer's
Configuration Memory: 4 GB choice

Hard disk: 100 GB
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4.2.3 ATIC System Software Requirements

. \Windows Server 2008 R2
. Operating system Standard with SP1
x86 (64-bit
Windows)
\Web browsers that can  |Internet Explorer 8.0 or above
access the server Mozilla Firefox 4.0 or above
. \Windows Server 2003 R2
) Operating system Standard with SP2
x86 (32-bit
\Windows)
\Web browsers that can  |Internet Explorer 8.0 or above
access the server Mozilla Firefox 4.0 or above
Acronyms and Abbreviations
ATIC Abnormal Traffic Inspection Center
DDoS Distributed Denial of Service
FW Firewall
HA High Availability
NE network element
NMS Network Management System
VPN Virtual Private Network
NGFwW Next Generation Firewall
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