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1 IPSG 

About This Chapter 

1.1 Introduction to IPSG 

1.2 References 

1.3 Principles 

1.4 Applications 

 

1.1 Introduction to IPSG 

Definition 

IP Source Guard (IPSG) defends against source address spoofing attacks. 

Purpose 

Some attacks on networks aim at source IP addresses by accessing and using network 

resources through spoofing IP addresses, stealing users' information or blocking authorized 

users from accessing networks. IPSG can prevent source address spoofing attacks. 

Benefits 
 IP source guard prevents source IP address spoofing attacks and reduce maintenance 

costs. 

 IP source guard improves network security and stability and defend against source IP 

address spoofing attacks. 

1.2 References 

 

NONE 
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1.3 Principles 

IPSG enables the device to check IP packets against dynamic and static DHCP snooping 

entries. Before the device forwards an IP packet, it compares the source IP address, source 

MAC address, interface, and VLAN information in the IP packet with entries in the binding 

table. If an entry is matched, the device takes the IP packet as a valid packet and forwards an 

IP packet. Otherwise, the device takes the IP packet as an attack packet and discards the 

packet. 

As shown in Figure 1-1, an attacker sends bogus packets to modify the outbound interface in 

the MAC address table on the Switch. Then replies are sent from the server to the attacker. 

Figure 1-1 IP/MAC address spoofing attack 

 

 

To prevent these attacks, you can configure IPSG on the Switch to check incoming IP packets 

against the binding entries. IP packets that match the binding entries are forwarded, and IP 

packets that do not match the binding entries are discarded. 

IPSG Check Items 

IPSG enables the device to check IP packets against the binding entries. The check items 

contains the source IP address, source MAC address, VLAN ID, and interface number. The 

device supports IPSG to check the combination of the following items: 

In the interface view:  

 Interface and IP address  

 Interface and MAC address  

 Interface, IP address, and MAC address  

 Interface, IP address, and VLAN ID  

 Interface, MAC address, and VLAN ID  

 Interface, IP address, MAC address, and VLAN ID 

In the VLAN view:  
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 VLAN ID and IP address  

 VLAN ID and MAC address  

 VLAN ID, IP address, and MAC address  

 VLAN ID, IP address, and interface  

 VLAN ID, MAC address, and interface  

 VLAN ID, IP address, MAC address, and interface 

1. Configuring IP source guard in a VLAN 

 Enable IP packet check. 

[Switch] vlan 100 

[Switch-vlan100] ip source check user-bind enable 

 Configure IP packet check items.  

# Check whether the source IP address of an IP packet matches a binding entry. 

[Switch-vlan100] ip source check user-bind check-item ip-address 

mac-address 

[Switch-vlan100] quit 

 Run the display ip source check user-bind command to check the IP packet check 

configuration. 

[Switch] display ip source check user-bind 

   ---------------------------------------------------------- 

IPSG VLAN ID         : 100 

IPSG check items     : IP | MAC 

IP | MAC indicates that the source IP address and source MAC address are checked. 

2. Configuring IP source guard on an interface 

 Enable IP packet check. 

[Switch] interface gigabitethernet 1/0/1 

[Switch- GigabitEthernet1/0/1] ip source check user-bind enable 

 Configure IP packet check items.  

# Check whether the source IP address of an IP packet matches a binding entry. 

[Switch- GigabitEthernet1/0/1] ip source check user-bind 

check-item ip-address mac-address 

[Switch-vlan100] quit 

 Run the display ip source check user-bind command to check the IP packet check 

configuration. 

[Switch] display ip source check user-bind 

   ---------------------------------------------------------- 

IPSG interface       : GigabitEthernet1/0/2 

IPSG check items     : IP | MAC 

IPSG alarm           : Enable 

IPSG alarm threshold : 360 

IP | MAC indicates that the source IP address and source MAC address are checked. 
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IPSG Binding Table 

IPSG supports the dynamic binding table and static binding table.  

 After the DHCP snooping function is enabled for DHCP users, the binding table is 

dynamically generated for the DHCP users.  

 If user IP addresses are configured statically, static binding entries are configured 

manually. 

 

1.4 Applications 

1.4.1 Typical Network of IPSG 

As shown in Figure 1-2, HostA and HostB are connected to GE1/0/1 and GE1/0/2 on the 

Switch respectively. It is required that HostB not forge the IP address and MAC address of 

HostA and IP packets from HostA be sent to the server. 

The enterprise is required to enable IP packet check on the two interfaces of Switch and 

configure static binding entries on HostA. 

Figure 1-2 Networking diagram for configuring IPSG 

 

# Configuration file of Switch 

# 

  user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001 interface 

GigabitEthernet 1/0/1 vlan 10 

# 

interface GigabitEthernet 1/0/1 

 ip source check user-bind enable 

 ip source check user-bind alarm enable 

 ip source check user-bind alarm threshold 200 
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# 

interface GigabitEthernet 1/0/2 

 ip source check user-bind enable 

 ip source check user-bind alarm enable 

 ip source check user-bind alarm threshold 200 

# 

return 


